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ABSTRACT

Over the last decade, several new technologies have been adopted that enable more systematic
surveillance of employees, creating significant challenges ro privacy and data protection. The
risks posed by the new devices and methods were exacerbated with the advent of Covid, with
the involuntary introduction of digital tools to measure work output and efforts to get visibility
back in the workplace through new means.

Against this backdrop, the article aims to examine the main issues in workplace surveillance.
After a brief overview of the range of surveillance methods, such as video surveillance, network
and e-mail monitoring, and employee tracking softwares (the so-called “bossware”), as well as
the challenges posed by the new technologies, the paper goes on to individually analyse the legal
aspects of monitoring employees for security or performance-related reasons. The phenomenon is
examined in light of relevant EU legislation (the General Data Protection Regulation of 2016
being the most relevant one), as well as the opinions adopted by the Article 29 Working Party
established by Directive 95/46 and the guidelines drawn up by the European Data Protection
Board, established by the GDPR and replacing the WP In doing so, the paper will elaborate
on the concept of transparency, consent, purpose limitation, data minimization, data reten-
tion, the so-called expectation of privacy, and the lawfulness of processing, especially the issue
of balancing the legitimate interests of the employer against the interests or fundamental rights
of the data subject.

The results of the analysis suggest that new and emerging technologies developed to monitor
employees in order to address productivity issues, security risks, and sexual harassment, com-
bined with the fact that remote and hybrid work becomes the norm inevitably increase the
porosity between work and private life and blur the line between public and private. Such an
extensive intrusion into privacy calls for enhanced institutional efforts to protect workers from
the surveillance overreach of the new digital devices.
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1. INTRODUCTION

The spread of modern information technology throughout society, the increasing
importance of information, and the transformation of workplace has a strong im-
pact on our life. Although the use of new technologies admittedly results in greater
efficiency and productivity, improved healthcare, and increased opportunities for
education, they raise a host of privacy and other concerns. Vital information of
clients and customers, including names, addresses, emails, phone numbers, health
information or bank details, is collected, stored, and processed. Apart from se-
curity concerns, the collection of the traces we leave when browsing the Internet
can be compiled into a comprehensive digital profile based on the analysis of our
behaviour, to be used for targeted advertising or targeted political ads. Our profile
might include sensitive data such as health data, financial situation, political ori-
entation, and sexual orientation.

This is no different in the employment complex. With the rise of sophisticated and
accessible workplace surveillance techniques, massive amounts of personal data are
collected. Employers can implement surveillance measures for purposes such as
promoting productivity or improving security. New, increasingly intrusive tech-
nologies enable more stringent scrutiny of the employees to monitor the work of
staff or to check their presence, creating significant challenges to privacy and data
protection. Surveillance intensified with the onset of the pandemic, as employers
sought greater control of employees working remotely. However, working from
home blurred the contours of public and private spheres.

This paper will not venture to provide a comprehensive analysis of the threats of
technology to privacy; it has a narrower scope: it aims to outline the privacy risks
of workplace surveillance in the Member States of the European Union. Since at
the moment there is no specific EU legislation on the issue, the analysis builds
upon GDPR (and its predecessor, Directive 95/46/EC) as well as the guidance
provided by the EDPB (and its predecessor, the Article 29 Working Group, the
opinions of which have mostly been endorsed upon, and sometimes developed
further, by the EDPB). In doing so, the paper will borrow from the case law of the
European Court of Human Rights and its interpretation of Article 8 ECHR in the
context of workplace surveillance.

The article is structured as follows. The second section outlines the origins of
data protection with a focus on Europe and highlights the salient features of data
processing in the specific context of employment. The third section examines the
various methods used in workplace surveillance and then goes on to analyse the
relevant articles of the GDPR. The fourth section gives an overview of the current
practice through the lens of the European Court of Human Rights, the CJEU so
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far not being seized of this particular aspect of data protection. The fifth section
finally addresses some concluding remarks on the legislative framework and the
caselaw.

This paper is based on several methods. Desk research included the identification
and analysis of relevant treaties and legislation, jurisprudence, and the interpreta-
tion provided by the EU data protection bodies. During the literature research,
relevant academic publications were collected. The online research focused on sev-
eral academic blogs and the database of Luxembourg and the Strasbourg Courts.

The research is qualitative and is concerned with the interpretation and assessment
of how the interests relating to the protection of personal data could be recon-
ciled with the interests relating to the processing of such data by the employer.
Thus, after exploring the problem, i.e., data protection in Europe in general, and
workplace surveillance, in particular, the paper goes on to critically describe the
relevant legislation and, finally, to explain and interpret how the principles formu-
lated ecither by the legislator or developed through jurisprudence were applied in
cases reaching European tribunals.

It is argued that new and emerging technologies developed to monitor employ-
ees in order to address productivity issues, security risks, and sexual harassment,
combined with the fact that remote and hybrid work becomes the norm inevita-
bly increase the porosity between work and private life and blur the line between
public and private. Such an extensive intrusion into privacy calls for enhanced
institutional efforts to protect workers from the surveillance overreach of the new
digital devices.

2.  HISTORY OF DATA PROTECTION IN EUROPE: A BRIEF
OVERVIEW

The authors of the European Convention on Human Rights could not have fore-
seen the inconceivable variety of situations where Article 8 might be engaged.
The spread of evolutive interpretation, of the idea that “the Convention is a living
instrument” has, however, allowed the Court to adapt the text of the Convention
to legal, social, ethical or scientific developments,' thus expanding the scope of the
Convention has been extended to scenarios not envisaged in the late 1940s.? Thus,

' Tyrer v. the United Kingdom, Application no. 5856/72, April 1978, para. 31.

2 The storage of DNA profiles (Aycaguer v. France, Application no. 8806/12, 22 June 2017); private
health data leaked to journalists (Biriuk v. Lithuania, Application no. 23373/03, 25 Nov 2008); pro-
tections for journalists and their sources (Ernst and Others v. Belgium, Application no. 33400/96, 15
July 2003) or the Court’s finding in Ldpez Ostra that severe environmental pollution may affect indi-
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the Court was given the opportunity to pronounce on various aspects of data pro-
tection, including, as will be demonstrated in Section 4, workplace surveillance.

As contemporaneous national legislations gave insufficient protection to individual
privacy, the Council of Europe decided to draw up a specific instrument with the
aim to guarantee adequate protection to the right of personal privacy vis-a-vis mod-
ern science and technology. Convention 108 of the Council of Europe® provided
guarantees in relation to the collection and processing of personal data, contained
special safeguards in case of “sensitive” data on a person’s race, politics, health, reli-
gion, sexual life, criminal record and provided for the right to know and the right
to correct. One of the main motivations for the Convention was to replace the
predominant non-interference approach of the ECHR with a more positive, pro-
active and more structural approach.* Convention 108 is open to non-members of
the Council of Europe and relies on national legislation for its implementation. In
2001, it was complemented by an additional protocol aiming at increasing the pro-
tection of personal data and privacy by providing for the establishment of national
supervisory authorities, and transborder data flows to third countries, allowing it
only if the recipient State or international organisation can provide an adequate level
of protection.” A thoroughly revised Convention, referred to as Convention 108+,
was adopted in 2018,° addressing the challenges to privacy resulting from the use of
new information and communication technologies, and strengthening the Conven-
tion’s mechanism to ensure its effective implementation.

The EU’s first comprehensive data protection instrument was Directive 95/46/EC
on the protection of individuals with regard to the processing of personal data and

viduals’ well-being and prevent them from enjoying their homes in such a way as to affect their private
and family life adversely (Ldpez Ostra v. Spain, Application no. 16798/90, 9 Dec 1994), just to name
a few cases.

Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data
(ETS No. 108), 1981.

Hustinx, P, Data protection and international organizations: a dialogue between EU law and interna-
tional law, International Data Privacy Law, Vol. 11, No. 2, 2021, pp. 77-80. — Parallel to Convention
no. 108, the OECD also prepared a document titled Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data, which was adopted in 1980 and was updated in 2013, C(80)58/
FINAL, as amended on 11 July 2013 by C(2013)79. See also See also: UN Personal Data Protection
and Privacy Principles, adopted 11 October 2018, available at:
[https://unsceb.org/sites/default/files/imported_files/UN-Principles-on-Personal-Data-Protec-
tion-Privacy-2018_0.pdf], Accessed 15 April 2023.

Additional Protocol to the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, regarding supervisory authorities and transborder data flows (ETS No.
181), 2001.

Protocol amending the Convention for the Protection of Individuals with regard to Automatic Process-

ing of Personal Data (CETS No. 223), 2018.
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on the free movement of such data (European Data Protection Directive). Over
the years, data protection developed into a distinct value, data protection now
being recognised as a fundamental right, separate from the right to respect for
private life. The main elements of the current corpus of EU data protection law in-
clude Article 16 of the Treaty on the Functioning of the European Union (TFEU)
providing that the EU shall lay down data protection rules for the processing
of personal data, Article 8 of the Charter of Fundamental Rights containing an
explicit right to the protection of personal data and providing for the establish-
ment of national data protection authorities, Regulation 2016/679 on the protec-
tion of natural persons with regard to the processing of personal data and on the
free movement of such data (General Data Protection Regulation),” and Directive
(EU) 2016/680 on the protection of natural persons regarding processing of per-
sonal data connected with criminal offences or the execution of criminal penal-
ties, and on the free movement of such data (Data Protection Law Enforcement
Directive).® In addition, the issue of harmonisation of data protection rules in the
employment context was raised, but the Member States could not reach an agree-
ment on the adoption of such sector-specific regulation.” In line with Article 98
GDPR requiring the EU legislator to update other Union legal acts, in 2017 the
Commission published a proposal'® a new regulation on privacy and electronic
communications, with a view of replacing the so-called ePrivacy Directive."!

Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of per-
sonal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation), [2016] OJ L119/1. — In 2012 the European Commission proposed a compre-
hensive reform of the EU’s 1995 data protection rules.

8 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing Council Frame-
work Decision 2008/977/JHA (Data Protection Law Enforcement Directive), [2016] O] L119/89.
“... a combination of legal, pragmatic, political, cultural, and constitutional factors hindered efforts of
adopting such sector-specific legislation at the EU level.” Abraha, H.-H., A pragmatic compromise? The
role of Article 88 GDPR in upholding privacy in the workplace, International Data Privacy Law, Vol. 12,
no. 4, 2022, pp. 276-296, at p. 277. — See also Barbulescuv. Romania [GC], Application no. 61496/08,
5 September 2017 (hereinafter Birbulescu), para. 118, noting that there is no European consensus on
the issue of how to regulate the question of the exercise by employees of their right to respect for their
private life and correspondence in the workplace.

Proposal for a Regulation of The European Parliament and of the Council concerning the respect for
private life and the protection of personal data in electronic communications and repealing Direc-
tive 2002/58/EC (Regulation on Privacy and Electronic Communications), COM/2017/010 final
—2017/03 (COD).

""" Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications’ sector
(Directive on privacy and electronic communications), [2002] O] L 201/37.
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Regarding the GDPR, which is at the heart of our investigation, the EU legislature
has chosen to use a regulation as the form of legal instrument in order to increase
the degree of uniformity of the EU data protection law.'” The GDPR had been
drafted in a technology neutral way, as a “flexible tool to ensure that the devel-
opment of new technologies is in compliance with fundamental rights”."* The
GDPR has a dual purpose: the protection of natural persons with respect to the
processing of personal data, on the one hand, and rules relating to the free move-
ment of personal data in the internal market, on the other.'* The GDPR requires
Member States to legislate in some areas and provides them with the possibility
to further specify the GDPR in others, leading to a considerable fragmentation of
data protection law."”

The implementation costs of the introduction of the GDPR are estimated to have
been significant.'® Compliance with the GDPR is secured via the designation of
a Data Protection Officer by the data controller or processor, while external su-
pervision is secured with the establishment of independent national supervisory
authorities."”

The measure to deal with data protection in the EU institutions and bodies is Reg-
ulation 2018/1725 on the protection of natural persons with regard to the pro-

Opinion of Advocate General Szpunar in Case C-439/19 Latvijas Republikas Saeima,
ECLI:EU:C:2020:1054, para. 46.

European Commission, Commission Staff Working Document accompanying the document Com-
munication from the Commission to the European Parliament and the Council. Data protection rules
as a pillar of citizens empowerment and EUs approach to digital transition — two years of application
of the General Data Protection Regulation, COM(2020) 264 Final, p. 10.

4 GDPRArt. 1.

European Commission, Commission Staff Working Document, op. cit., note 13, p. 7.

“The average implementation cost of Fortune 500 companies was estimated to be 16 million USD.”
Lintvedt, M.N., Putting a price on data protection infringement, University of Oslo Faculty of Law Re-
search Paper No. 2022-56, Vol. 12, No. 1, 2022, pp. 1-15, at p. 9.

7 GDPR Arts 37 and 51. — Custers, B.; Louis, L.; Spinelli, M.; Terzidou, K., Quis custodiet ipsos cus-
todes? Data protection in the judiciary in EU and EEA Member States, International Data Privacy
Law, Vol. 12, No. 2, 2022, pp. 93-112, at p. 96. See, however, the controversy in 2011, in which the
Hungarian PM terminated the term of the data protection commissioner, available at:
[https://www.reuters.com/article/us-eu-hungary-idUSBREA370TX20140408], accessed 15 April
2023; and Komanovics, A., Hungary and the Luxembourg Court: The CJEU’ Role in the Rule of Law
Battlefield. In: EU and Comparative Law Issues and Challenges Series (ECLIC), Vol. 6, 2022, pp.
122-157. On the enforcement challenges of data protection law, see e.g. Veale, M.; Binns, R.; Ausloos,
J.., When data protection by design and data subject rights clash, International Data Privacy Law, Vol.
8, No. 2, 2018, pp. 105-123, and Kuner, C.; Cate, EH.; Lynskey, O.; Millard, C.; Ni Loideain, N.;
Svantesson, D.].B., If the legislature had been serious about data privacy ..., International Data Privacy
Law, Vol. 9, No. 2, 2019, pp. 75-77.
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cessing of personal data by the Union institutions, bodies, offices, and agencies,'®
also establishing a European Data Protection Supervisor.

It is worth noting that data protection in the employment context displays several
specific traits, not apparent in other data protection scenarios. To begin with,
employment relationships are characterised by the intrusiveness and scale of tech-
nologies introduced under the guise of legitimate interests. Employers are increas-
ingly deploying sophisticated technologies, a trend that has been exacerbated by
the COVID-19 pandemic. This has normalized employee monitoring and surveil-
lance in unprecedented ways and has increasingly blurred the line between work
and private life. Furthermore, the employer-employee relationship is characterised
by legal subordination.” The inherent inequality of power discredits consent as
a legitimate basis for data processing. Finally, the collective nature of labour law
does not easily fit with the individualistic approach of the GDPR, where rights are
granted to the person concerned on an individual basis.?

Having clarified these differences, it should also be noted that individuals en-
joy the right to their private lives, even in the workplace and in public spaces
shared with others. In Barbulescu, the European Court of Human Rights held that
“an employer’s instructions cannot reduce private social life in the workplace to
zero”.”! The Court noted that the notion of private life “enshrines the possibility of
approaching others in order to establish and develop relationships with them” and
added that “it is in the course of their working lives that the majority of people
have a significant, if not the greatest, opportunity to develop relationships with
the outside world ...”.?> For example, employees have a right to private commu-
nications in the workplace even if those communications occur on the employer’s
equipment or happen during work hours.

3. WORKPLACE SURVEILLANCE: THE RELEVANT RULES
AND PRINCIPLES

The section starts with an overview of the various technology used in workplace
surveillance, followed by the examination of the legitimate reasons set out in Ar-

'8 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on
the protection of natural persons with regard to the processing of personal data by the Union institu-
tions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation
(EC) No 45/2001 and Decision No 1247/2002/EC, [2018] OJ 1L.295/39.

Barbulescu para. 17.

20 Abraha, op. cir. note 9, pp. 278-279.

21

Barbulescu para. 80.

22

Barbulescu, para. 71.

Adrienne Komanovics: WORKPLACE PRIVACY IN THE EU: THE IMPACT OF EMERGING... 449



ticle 6 GDPR, and the identification of those which can provide a valid basis for
data processing at the workplace. After a brief reference to the issue of sensitive
data necessitating the application of more stringent rules, the section examines
how the principles relating to the processing of personal data apply in the employ-
ment context.

3.1. Modern technology and the rise of employee monitoring

The intrusiveness and scale of technologies have increased during the last decades.
Employers use a wide and constantly evolving variety of surveillance devices, in-
cluding keyloggers and other tracking software, closed circuit cameras, radio-fre-
quency identification badges, and methods such as saving screenshots, measuring
the frequency of employers’ clicks and keystrokes, taking webcam photos of the
workers, laptops, or smartphones. Many gadgets contain recorders and cameras
that can be remotely activated, while fitness and health tracking devices provided
to employees as part of “wellness” programmes collect data on employee physical
activity, heart rate, and sleep patterns.” The information extracted threatens not
only the employees’ right to privacy and data protection, but can lead to the viola-
tion of anti-discrimination provisions, as such health information could affect the
employer’s decision about promotion and dismissal.**

The proliferation of home-based telework, though already on the rise before
Covid,” violently imposed on the world due to the pandemic in 2020-2022, ac-
celerated the transition from a regular organisation of work to working from home
and “fostered the porosity between work and private life”.?* While the shift to tele-

»  Garden, C., Labor Organizing in the Age of Surveillance, Saint Louis University Law Journal, Vol. 63,
2018, pp. 55-68, at p. 56-59. See also Collins, P; Marassi, S., Is That Lawful? Data Privacy and Fitness
Trackers in the Workplace, International Journal of Comparative Labour Law and Industrial Relations,
Vol. 37, No. 1, 2021, pp. 65-94; Brassart Olsen, C., 7o track or not ro track? Employees dara privacy in
the age of corporate wellness, mobile health, and GDPR. International Data Privacy Law, Vol. 10, No. 3,
2020, pp. 236-252.

2 Brassart Olsen, op. cit., note 23, at p. 236. See also Collins, Marassi, gp. cit., note 23, at pp. 65-94.

»  “According to data from the 2015 European Working Conditions Survey, the overall proportion of
people teleworking was high in the Nordic countries — Denmark (37%), Sweden (33 %) — and the
Netherlands (30%); it was average in countries such as Luxembourg (26%), France (25%), Estonia
(24%), Belgium (24%) and Finland (24%); and it was low in half of EU countries, ranging from
12-13% (Germany, Spain, Bulgaria, Lithuania and Romania) to 7-11% (Italy, Czechia, Poland, Slova-
kia, Portugal and Hungary).” European Economic and Social Committee, Opinion on ‘Challenges of
teleworking: organisation of working time, work-life balance and the right to disconnect’ (Exploratory
opinion at the request of the Portuguese Presidency), EESC 2020/05278, [2021] C 220/01, para.
2.11.

% Leccese, V. S., Monitoring working time and Working Time Directive 2003/88/EC: A purposive approach,
European Labour Law Journal, Vol. 14, No. 1, 2022, pp. 21-34, at p. 11.
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working proved essential to combating the health crisis, and helped to ensure that
the economy has continued to function and has saved jobs, it inherently attracted
the application of increased surveillance and control, including measures such as
monitoring the websites accessed, monitoring the employee’s activity by regular
screenshots, webcam surveillance, some of them remaining with us afterward. It
is argued that surveillance whilst working from home almost reverses the original
problem with workplace privacy: while in normal circumstances data protection
at workplace relates to the protection of privacy in a public sphere, monitoring
home office activities involves the monitoring of a private sphere which is ren-
dered quasi-public through the surveillance. The employee’s home becomes a pub-
lic place, at least during working hours, leading to the convergence of two usually
distinct spaces, namely the workplace and the private sphere.” Needless to say, the
data protection implications are massive.

3.2. Lawfulness of processing

Before monitoring their workers, employers must determine the lawfulness of
processing personal data. Employers do have a legitimate interest to protect their
property from theft and engage in a certain level of monitoring to ensure the
smooth running of the company.”® The types of data processing range from appli-
cation forms, payroll and tax, social benefits information, sickness records, annual
leave records, annual assessment records, records relating to promotion, disciplin-
ary matters, etc.” While a certain level of privacy should be guaranteed at work-
place, employers have lawful reason to scrutinize their employees. However, draw-
ing the line between acceptable and unacceptable data practices is not an easy task.

The lawful reasons for processing data are set out in Article 6(1) of the GDPR as
follows.

Processing shall be lawful only if and to the extent that at least one of the follow-
ing applies:
(a) the data subject has given consent to the processing of his or her personal
data for one or more specific purposes;

¥ Collins, P, The Right ro Privacy, Surveillance-by-Software and the “Home-Workplace”, 3 September 2020,
available at:
[https://uklabourlawblog.com/2020/09/03/the-right-to-privacy-surveillance-by-software-and-the-
home-workplace-by-dr-philippa-collins/], Accessed 15 April 2023.

28

See e.g. Birbulescu para. 124.

#  Article 29 Data Protection Working Party, Opinion 8/2001 on the processing of personal data in the
employment context, 5062/01/EN/Final, WP48, p. 2, fn. 5.
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(b) processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject
prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the
controller is subject;

(d) processing is necessary in order to protect the vital interests of the data
subject or of another natural person;

(e) processing is necessary for the performance of a task carried out in the pub-
lic interest or in the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued
by the controller or by a third party, except where such interests are over-
ridden by the interests or fundamental rights and freedoms of the data
subject which require protection of personal data, in particular where the
data subject is a child.

From these, four situations might be relevant in the employment context, namely
consent, necessity based on the performance of a contract, compliance with legal
obligation, and the legitimate interest pursued by the controller.” It is possible
that there are multiple legal bases on which a controller can rely at the same time
(“at least one of the following applies”). There is no hierarchy between the various
bases.

As far as consent is concerned, it means “any freely given, specific, informed and
unambiguous indication of the data subject’s wishes by which he or she, by a
statement or by a clear affirmative action, signifies agreement to the processing of
personal data relating to him or her”.?" The request for consent must be presented
in an intelligible and easily accessible form, using clear and plain language,’* and
must be clearly distinguishable from the other matters. The consent of the data
subject must be given in relation to “one or more specific’ purposes and the data
subject must have a choice in relation to each of them. Furthermore, the the
consent must be “informed”. Therefore, the data subject must be informed, inter
alia, of the identity of the controller, the purpose of each of the processing opera-
tions for which consent is sought, what type of data will be collected and used,

% GDPR Art 6(1) points points (a), (b), (c) and (f).
31 GDPR Art 2(11).

> Information must be “easily understandable for the average person and not only for lawyers; controllers

cannot use long privacy policies that are difficult to understand or statements full of legal jargon”, see
European Data Protection Board, Guidelines 05/2020 on consent under Regulation 2016/679. Ver-
sion 1.1, 4 May 2020, para. 67.
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and the existence of the right to withdraw consent.”” Providing information to
data subjects before obtaining their consent is essential in order to allow them to
make informed decisions. Unambiguous indication of wishes denotes that “con-
sent requires a statement from the data subject or a clear affirmative act, which
means that it must always be given through an active motion or declaration”.**
The controller must demonstrate that it is possible to refuse or withdraw consent
without detriment.”” In addition, data subjects shall have the right to withdraw
their consent at any time. Finally, the burden of proof is on the data controller to

demonstrate that consent has been given.*

However, the Article 29 Working Party, as well as the European Data Protection
Board, has consequently maintained that “[e]mployees are almost never in a po-
sition to freely give, refuse or revoke consent, given the dependency that results
from the employer/employee relationship.”” In 2017, the Article 29 Working
Party adopted specific guidelines on consent (revised in 2018), noting that:

An imbalance of power also occurs in the employment context. Given the de-
pendency that results from the employer/employee relationship, it is unlikely
that the data subject is able to deny his/her employer consent to data process-
ing without experiencing the fear or real risk of detrimental effects as a result
of a refusal. It is unlikely that an employee would be able to respond freely to
a request for consent from his/her employer to, for example, activate monitor-
ing systems such as camera-observation in a workplace, or to fill out assess-
ment forms, without feeling any pressure to consent. Therefore, WP29 deems
it problematic for employers to process personal data of current or future em-
ployees on the basis of consent as it is unlikely to be freely given. For the
majority of such data processing at work, the lawful basis cannot and should
not be the consent of the employees (Article 6(1)(a)) due to the nature of the
relationship between employer and employee.?®

3 Ibid., para. 64.

3 Jbid., para. 75.

3 [bid., para. 46 and recital 42.

3 GDPR Art 7, Conditions for consent.

37

Article 29 Data Protection Working Party, Opinion 2/2017 on data processing at work, 8 June 2017,
17/EN, WP 249, para. 6.2.

Article 29 Data Protection Working Party, Guidelines on consent under Regulation 2016/679, 28
November 2017, last revised 10 April 2018, 17/EN, WP 259 rev. 01, at. p. 7. — See also para. 47 of
European Data Protection Board, Guidelines 3/2019 on processing of personal data through video
devices. Version 2.0, 29 January 2020; or para. 21 of the EDPB Guidelines 05/2020 on consent, op.
cit. note 32.

38
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In conclusion, workplace surveillance should not be based on consent, given the
imbalance of power between employers and employees.

The next two lawful reasons are contract and compliance with legal 0bligations. In
fact, various personal data, such as date of birth, address, bank details, social secu-
rity number, are indispensable for the processing of payroll. Additionally, national
legislation can require the provision of tax information, data on social security
payments or on maternity and paternity leave. The “legal obligation” must have

the force of law; soft measures, such as guidelines, are insufficient.?’

The fourth potential basis, the most probable scenario, and the most interesting
from our perspective is the legitimate interest of data processing of the employer
in relation to a wide range of data. This is a flexible clause, covering all instances
which are not covered by the other exceptions. In relation to all other exceptions,
it is assumed that balance between interests is satisfied while, in contrast, this last
exception contains a balancing test.*” As the sitet GDPRhub, set up by European
Center for Digital Rights, argues,

“Article 6(1)(f) GDPR is the ‘catch all’ balancing test for anything not foreseen
by Articles 6(1)(b) to (¢) GDPR, where the controller does not seek consent,
but takes the view that the rights of the controller or a third party override the
rights of the data subject.”

The balancing involves a multi-step process and is entirely in the hands of the data
controller. Controllers must verify the “legitimate” nature of their interests,” then
identify the rights and interests of the data subject. Finally, the actual balancing
between the two opposed positions must be carried out.”® In doing so, several
issues must be taken into consideration, including the nature of personal data
(e.g. sensitive data, like biometric data, genetic information, communication data,

¥ Article 29 Data Protection Working Party, Opinion 8/2001 on the processing of personal data in the
employment context (WP48), 9p, cit., note 29, at pp. 6-7; Article 29 Data Protection Working Party,
Opinion 06/2014 on the notion of legitimate interests of the data controller under Article 7 of Di-
rective 95/46/EC, 9 April 2014, 844/14/EN, WP 217; European Data Protection Board, Guidelines

05/2020 on consent gp. cit., note 32, paras. 30 and 31.
# Indeed, other provisions of the GDPR also contain balancing tests, including the provisions on neces-
sity, proportionality, and purpose limitation, data minimisation, Article 9(2)f), Article 13 and Article
85. Article 29 Data Protection Working Party, Opinion 06/2014 on the notion of legitimate interests
of the data controller, op. ciz. note 39, at p. 11.
4 GDPRhub, European Center for Digital Rights, available at: [https://gdprhub.eu/index.php?title=Ar-
ticle_6_GDPR], Accessed 15 April 2023.

4 The most common examples are the monitoring of employees to improve safety and productivity.

3 See Article 29 Data Protection Working Party, Opinion 06/2014 on the notion of legitimate interests

of the data controller, op. cit. note 39, at pp. 23-33.
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location data), the way the information is being processed (whether the data are
made accessible to a large number of persons), the reasonable expectations of the
data subjects, as well as the status of the data subject (children and other vulner-
able natural persons may require special protection).*

If the preliminary analysis, carried out by the data controller, does not give a clear
answer as to which way the balance should be struck, the data controller may
introduce additional measures to secure appropriate balance, including the possi-
bility for unconditional opt-outs, immediate deletion of data after use, functional
separation and anonymisation techniques, or other privacy-enhancing technolo-
gies.” It should be noted that specific rules apply if the data processed come under
the special categories provided for by Art. 9 GDPR.

3.3. Specific rules in case of special categories of data

Article 9 contains a general prohibition for the processing of special categories of
data; data that are considered to be particularly sensitive such as those revealing
racial or ethnic origin, political opinions, religion or philosophical beliefs, trade
union membership as well as genetic data, biometric data, data concerning health
or data concerning sex life or sexual orientation. Furthermore, Article 10 of the
GDPR contains specific rules on personal data relating to criminal convictions
and offences, thus also allowing for derogation from the general rules.

In the case of sensitive data, the GDPR provides for stricter standards: processing
is prohibited with a few exceptions. For us, Art. 9(2)(b), (f) and (h) might be of
interest, allowing data processing if data are necessary for employment and social
security purposes, for the establishment, exercise or defence of legal claims as well
as for medicinal purposes, and for the provision of health services.

3.4. Principles relating to the processing of personal data

As noted above, workers have to accept a certain degree of intrusion in their pri-
vacy; nevertheless, the level of acceptable interference is circumvented by various
principles, set out in Article 5, such as (1) lawfulness, fairness and transparency;
(2) purpose limitation; (3) data minimisation; (4) accuracy, (5) storage limitation,
and (6) integrity and confidentiality.

“  Ibid., pp. 36-41. See also GDPR recital 75.

# Article 29 Data Protection Working Party, Opinion 06/2014 on the notion of legitimate interests of
the data controller, 0p. cit. note 39, at pp. 41-42.
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(1) Lawfulness, fairness, and transparency. The data subject, workers in our case,
must be properly informed about the data processed by their employers. Such
processing might violate the GDPR not because the processing in itself is unlaw-
ful but because of the lack of information about them. The information must be
provided in a concise, transparent, intelligible, and easily accessible form, using
clear and plain language.*

Article 29 Working Party recommends the use of layered privacy notices. 7he first
layer, a warning sign, must set out the purposes of processing, the identity of the
controller, a description of the rights of the data subject, and a reference to the
second layer. The sign must be placed so that the data subject can easily recognize
the circumstances of the surveillance before entering the monitored area. 7be sec-
ond layer, put at an easily accessible place or accessible easily, shall contain in a de-
tailed manner all the mandatory information set by the GDPR.? For instance, in
the case of video surveillance, workers should be aware of its existence, the places
monitored, and the purposes of the surveillance (security-related, performance-
related, etc.). In addition, controllers shall specify the consequences of processing,
e.g. whether it might lead to disciplinary or criminal consequences. Transparency
is applicable regardless of the legal basis for processing and throughout the pro-
cessing life cycle.®

(2) Purpose limitation. The purpose limitation principle embodies the proportion-
ality principle and serves as a safeguard against function creep. The data collected
must not be used for purposes that are incompatible with the specified, predefined
original purpose. Therefore, if surveillance is used for security purposes, the data
collected in this way cannot be used for performance-related purposes. The aim of
data collection must be legitimate and must be specific — broadly defined purposes
are incompatible with this requirement.”

(3) Data minimisation. Article 5(1)c) is another manifestation of the principle of
proportionality, whereby it provides that personal data shall be adequate, relevant,
and limited to what is necessary. This is a stricter requirement than its counterpart
in the Data Protection Directive (Article 6(1)c)), where the test could be passed

% GDPR Art 12.

47

Article 29 Data Protection Working Party, Guidelines on transparency under Regulation 2016/679, 29
November 2017, last revised 11 April 2018, WP260rev.01, paras. 17, 35-36 and 38. See also European
Data Protection Board, Guidelines 3/2019 on processing of personal data through video devices, op.
cit., note 38, para. 111.

#  Article 29 Data Protection Working Party, Guidelines on transparency, 0p. cit., note 47, para. 5.

¥ “Video surveillance based on the mere purpose of “safety” or “for your safety” is not sufficiently spe-
cific.”, European Data Protection Board, Guidelines 3/2019 on processing of personal data through

video devices, op. cit., note 38, p. 9. See also Article 8(2) of the EU Charter.
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with the collected data not being “excessive”. Arguably, data protection law con-
tains “an overarching proportionality principle, meant to even out the power and
information asymmetry running between data controllers and data subjects.”

(4) Accuracy. Data must be accurate and kept up to date; and, since inaccurate
information can have a harmful impact on data subjects, such data must be erased
or rectified without delay. Although this principle is applicable to objective facts,
as well as forecasts and correlations, value judgments cannot be required to be
“corrected”.

(5) Storage limitation. The temporal dimension of data minimisation, the prin-
ciple of storage limitation requires that data shall be kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes for
which the personal data are processed. This creates a positive obligation for the
data controller to delete the data. The GDPR provides for an exception, thus stor-
age in the public interest, scientific or historical research purposes, or statistical
purposes is allowed.”!

(6) Integrity and confidentiality. The last principle stipulates that data shall be pro-
cessed in a manner that ensures appropriate security of personal data. Data must
be protected against unauthorised access and unauthorised processing. In order
to comply with this principle, the controller is obliged to introduce appropriate
technical or organisational measures, having regard to the substantive and organ-
isational contours specified in Article 32 GDPR.

Finally, it should be noted that Article 88 GDPR expressly authorizes Member
States to regulate the processing of data in the context of employment. The list
is open-ended and includes processing personal data for the purposes of recruit-
ment, performance of the contract of employment, including management, plan-
ning and organisation of work, equality and diversity in the workplace, health and
safety at work, protection of the property of the employer or customer. However,
such special rules must comply with certain requirements regarding human dig-
nity, legitimate interests, and fundamental rights.”

0 Dalla Corte, L., On proportionality in the data protection jurisprudence of the CJEU, International Data
Privacy Law, Vol. 12, No. 4, 2022, pp. 259-275, at p. 264.

> GDPR Art. 89(1).

>2 On the relation between the first and the second paragraph of Art. 88, see Case C-34/21 Hauptperson-
alrat der Lehrerinnen und Lebrer beim Hessischen Kultusministerium v. Minister des Hessischen Kultusmin-

isteriums, judgment of 30 March 2023, ECLI:EU:C:2023:270, paras. 73 and 74.
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4. WORKPLACE SURVEILLANCE TESTED: RECENT CASE
LAW OF THE STRASBOURG COURT

4.1. Preliminary comments

Before embarking on an analysis of European case law, the following points should
be clarified. First, based on the search on the Court’s website and EUR-Lex,>® the
Luxembourg Court apparently has not yet had the opportunity to pronounce on
workplace surveillance. Several aspects of the GDPR have been addressed, includ-
ing email marketing, online sale, customers’ rights, the systematic recording of
biometric and genetic data by the police,”* the parallel exercise of administrative
and civil remedies provided for in the GDPR,” the information regarding the
recipients of personal data,”® the identification of the holders of IP addresses sus-
pected of online copyright infringement,”” the right to erasure,”® the general and
indiscriminate retention of traffic data by operators providing electronic commu-
nications services,” and general and indiscriminate retention of traffic and loca-
tion data relating to customers telecommunications,* just to name a few from the
last year. Workplace surveillance, however, was not raised before the Court. Thus,
further examination will focus on the ECHR case law, based on the premise that
such an interpretation is also relevant for EU law. The right to protection of per-
sonal data is guaranteed by Article 8 of the EU Charter of Fundamental Rights.
The Charter provisions are binding on the Member States when they implement
Union law, which clearly includes the GDPR. Thus, Member States must have
due regard to Article 8 of the Charter when implementing the GDPR. These pro-
visions, read in conjunction with Art. 52(3) of the Charter® entails the obligation

53 The links:
[https://curia.europa.eu/juris/recherche.jsf?language=en] and
[https://eur-lex.europa.ecu/homepage.html], respectively. The text searched was “workplace surveil-
lance”. The GDPRhub site was also consulted.

s Case C-205/21 Ministerstvo na vatreshnite raboti, 26 Jan 2023, ECLLI:EU:C:2023:49.

% Case C-132/21 BE v. Nemzeti Adatvédelmi és Informdcidszabadsdg Hatdsdg, 12 January 2023,
ECLLI:EU:C:2023:2.

56 Case C-154/21 RW v. Osterreichische Post, 12 Jan 2023, ECLI:EU:C:2023:3.

7 Case C-470/21 La Quadrature du Net et al. v. Premier ministre, Ministére de la Culture; pending.

% CaseC-129/21 Proximus NVv. Gegevensbeschermingsautoriteit, 27 October 2022, ECLI:EU:C:2022:833.

»  Case C-339/20 Criminal proceedings against VD, SR (C-397/20), 20 September 2022,
ECLI:EU:C:2022:703.

®  Joined Cases C-793/19 and C-794/19, Bundesrepublit Deutschland v. SpaceNet AG and Telekom
Deutschland GmbH, 20 Sep 2022, ECLI:EU:C:2022:702.

" Charter of Fundamental Rights of the European Union, OJ C 202, 7.6.2016, p. 391407, Art. 52(3):
“In so far as this Charter contains rights which correspond to rights guaranteed by the Convention for
the Protection of Human Rights and Fundamental Freedoms, the meaning and scope of those rights
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that the case law of the European Court of Human Rights be taken into account
when interpreting the GDPR.

The most relevant (and recent) ECHR case law is concerned with emails (Barbulescu
v. Romania [GC]),* interception of telephone communications during criminal
intelligence investigation (Adomaitis),*® images (e.g. Ldpez Ribalda and Others v.
Spain [GC]),* computer files (Libert v. France)® and geolocation data (Florindo de
Almeida Vasconcelos Gramaxo v. Portugal).®

Second, as mentioned above, it is unreasonable to assume that an employer does
nothing private in his workplace during work. The Court is clearly of the view that
the right to private life encompasses activities that take place at work,” and the
reasonable expectation of privacy of workers in those particular circumstances is
an important element to be considered during the balancing act.*®

Third, new technology, the appearance of more intrusive methods, coupled with
the (sometimes involuntary) spread of teleworking, poses new challenges to the
protection of privacy. Finally, our investigation is limited to one type of data pro-
cessing, namely, workplace surveillance, more specifically, monitoring employees
for security or performance-related reasons. Thus, personal data related to payroll,
taxation, social security contributions, etc. do not form part of our investigation.

4.2. The test developed in Bdirbulescu

The cases lodged with the Strasbourg Court relating to workplace surveillance
involved both public authorities and private companies as employers. Therefore,
the Court had the opportunity to pronounce on situations involving the State’s
negative obligations (no interference of a public authority in private life), as well
as positive obligations (the positive obligations of States to ensure effective respect

shall be the same as those laid down by the said Convention. This provision shall not prevent Union
law providing more extensive protection.”.

2 Birbulescu.

% Adomaitis v. Lithuania, Application no. 14833/18, 18 January 2022 (hereinafter: Adomaitis).

% Ldpez Ribalda and Others v. Spain [GC], Applications nos. 1874/13 and 8567/13, 17 October 2019.
(hereinafter: Ldpez Ribalda).

©  Libert v. France, Application no. 588/13, 22 February 2018 (hereinafter Libers).

% Florindo de Almeida Vasconcelos Gramaxo v. Portugal, no. 26968/16, 13 December 2022.

¢ “The sphere of professional activities and premises does not, therefore, in principle fall outside the pro-

tection afforded by Article 8 of the Convention.” Gottfried Niemietz v. the Federal Republic of Germany,
no. 13710/88, Report of the Commission of 29 May 1991, para. 56. See also Birbulescu paras. 70-72
and 80.

Barbulescu, paras 73-81.

68
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of the rights protected by Article 8).9 Although in Barbulescu, France argued that
States had to enjoy a wide margin of appreciation in this sphere since the aim was
to strike a balance between competing private interests, the Court found that “[w]
hile the boundaries between the State’s positive and negative obligations under the
Convention do not lend themselves to precise definition, the applicable principles
are nonetheless similar.””® However, the Court has apparently shown a marked
restraint when assessing States™ positive obligations.”!

As has been noted, consent cannot serve as the legal basis for workplace surveil-
lance. The opinions and guidelines adopted by the Article 29 Working Party and
the EDPB are consequent in arguing that due to the imbalance in the employ-
ment context, consent cannot generally be assumed to form the legal basis,”* and
the most adequate ground is the legitimate interest of the employer to protect its
property interests, to guarantee safe working environment, and to monitor em-
ployee performance.

Surveillance can be both overt and covert, that is, carried out with or without the
subject’s knowledge. In the case of overt surveillance, for example, where cameras
are visible or the worker is informed that his correspondence is monitored, the
crucial issue is the transparency of the employer’s policy. Thus, in Libert, relating
to the opening of personal files stored on a professional computer, the applicant
lost the case due to mislabelling his personal files on his computer at work. The
User’s Charter (the employer’s regulation) specifically stated that private informa-
tion must be clearly identified as such. The employer tolerated the occasional and
reasonable use of the computer for personal purposes and could not surrepti-
tiously open files identified as being personal “unless there was a serious risk or
in exceptional circumstances”. Furthermore, personal files could only be opened
in the presence of the employee concerned or after the latter had been duly in-
formed.” Here, as the files containing pornographic files and forged certificates
drawn up for third persons had not been duly identified as being private, the
employer could justify the opening of files based on the protection of the rights

©  Birbulescu, para. 108; Libert, para. 41.

7 Birbulescu, paras. 106 and 112.
7t See Ldpez Ribalda below.

72

See e.g. Article 29 Data Protection Working Party Opinion 8/2001on the processing of personal data
in the employment context, gp. cit., note 29, at p. 3, Article 29 Data Protection Working Party, Opin-
ion 2/2017 on data processing at work (WP249), op. cit. note 37, para. 6.2.; Article 29 Working Party,
Guidelines on consent under Regulation 2016/679, gp. cit. note 38, at p. 7.; para. 47 of the European
Data Protection Board, Guidelines 3/2019 on processing of personal data through video devices, op.
cit. note 38, or para. 21 of the European Data Protection Board, Guidelines 05/2020 on consent, op.
cit. note 32.

7> Libert para. 48.
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of the employer,”* however, only in the presence of the employee, a condition not
satisfied here. Thus, the no-infringement decision was based on the argument that
the files at issue had not been duly identified as being private.

In any case, the Libert case does not change the rule laid down in Niemietz that
employees are entitled, even during working time and at the workplace, to re-
spect for their privacy. Even when the computers are provided to the workers for
exclusively professional purposes, the employer must tolerate occasional private
use. In such circumstances, the employer must demonstrate compelling legitimate
grounds underpinning surveillance measures. In Barbulescu,” the Court has devel-
oped a six-point test to assess whether employee monitoring is justified. The test,
relating to notification, extent of surveillance, level of intrusion, consequence for
the employee, and the safeguards in place, provides guidance to strike a balance
between the employer’s interest in supervising its staff and the individual’s right to
respect for their private life.

In fact, in Barbulescu, the ECtHR set out a six-point test to assess whether the
national authorities had struck a fair balance between the competing interests at
issue.”® The test, relating to notification, extent of surveillance, level of intrusion,
consequence for the employee, and the safeguards in place, provides guidance in
striking a balance between the employer’s interest in supervising its staff and the
individual’s right to respect for their private life.

First, it must be determined whether the employee has been notified of the pos-
sibility that the employer might take measures to monitor correspondence. The
notification must be clear about the nature of the monitoring and be given in
advance. However, the practical significance of the information element is re-
duced by several factors. First, the underlying assumption of notification is that
the workforce makes choices based on a more complete set of information. In-
deed, sufficient information about the nature of surveillance may serve as a basis
to make an informed employment choice; nevertheless, all too often the feasibility
of seeking an alternative job is illusory. Second, the notification factor is a double-
edged sword. If failure to inform is contrary to human rights and EU law, is the

7% Legitimate aim of guaranteeing the protection of “the rights ... of others”, in this case the rights of

employers (Libert para. 46). The other justification raised — legitimate aim of preventing crime — was
refused by the Court since “the opening of the files in question was not done in the context of the
criminal proceedings”, Libert para. 45.

7> Birbulescu, para 121.

76

Bairbulescu, para 121.
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opposite true? Can it be argued that actual information justifies surveillance?””

The answer is obviously negative: monitoring harms the worker even when he
knows it is happening;”® and thus, information should be regarded as a threshold,
a point of departure for the compatibility analysis.

The second principle focuses on the extent of the surveillance and the degree of
intrusion into the employee’s privacy, with various elements to be taken into ac-
count, including a distinction between the monitoring of the flow of communica-
tion and its content, whether all communications or only part of them have been
monitored, the temporal and spatial limits of surveillance, and the number of
people who had access to the results.

Third on the list, but arguably better positioned before the second criterion, is
whether the employer has provided legitimate reasons to justify monitoring of
the communications and accessing of their actual content. The fourth criterion
is a proportionality-related one: the employer must establish that the monitoring
system is implemented in the least intrusive manner possible. The expectation of
privacy varies depending on the place scrutinized and surveillance must be tailored
accordingly. In the Court’s analysis, this expectation is very high in places that are
private in nature, such as toilets or cloakrooms, where increased protection or even
a complete ban on video-surveillance, is justified. It remains high in closed work-
ing areas, such as offices, while it is significantly lower in places that are visible or
accessible to colleagues or the general public.”

The fifth criterion relates to the consequences of the monitoring for the employee
who is subjected to it, while the sixth provides for the assessment of whether the
employee had been provided with adequate safeguards to ensure that the employer
cannot access the actual content of the communications concerned unless the em-
ployee has been notified in advance of that eventuality.®

77 Collins, P, The Right to Privacy, Surveillance-by-Software and the “Home-Workplace”, 3 September 2020,
available at:
[https://uklabourlawblog.com/2020/09/03/the-right-to-privacy-surveillance-by-software-and-the-
home-workplace-by-dr-philippa-collins/], Accessed 15 April 2023.

78 See e.g. Jervis, C.E.M., Barbulescu v Romania: Why There is no Room for Complacency When it Comes to
Privacy Rights in the Workplace, 26 September 2017, available at:

[https://www.ejiltalk.org/barbulescu-v-romania-why-there-is-no-room-for-complacency-when-it-
comes-to-privacy-rights-in-the-workplace/], Accessed 15 April 2023, or Ramasundaram, A.; Gu-
rusamy, R., George, A., Employees and workplace surveillance: Tensions and ways forward, Journal of
Information Technology Teaching Cases, 2022, pp. 1-5. Systematic monitoring has a marked impact
on the individual’s well being, productivity at work, causing anxiety and discomfort.

7 Ldpez Ribalda para. 125.

8 To this, the Court adds the requirement of adequate judicial remedy (access to a remedy before a judi-

cial body, Barbulescu, para. 122).
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4.3. Covert surveillance

The test can also be applied to covert surveillance, as evidenced by Ldpez Ribalda
where, after noticing irregularities between the stock in the shop and its sales and
finding losses over five months, the manager of a supermarket installed both vis-
ible and hidden CCTV cameras. Although the employer had given workers notice
of the installation of visible cameras, the employees were not informed for obvious
reasons of the hidden ones. Soon afterwards, the manager showed a film of the
applicants and other staff participating in the theft of goods in the shop to a union
representative. The applicants were dismissed on disciplinary grounds, which they
challenged, arguing that the covert video material collected in violation of their
privacy rights could not be admitted in evidence.

The Chamber’s conclusion was that, having regard to the extent of the surveillance
— not being limited in time, affecting all employees working at the tills and cover-
ing all working hours — and to the lack of prior information, Spain has violated
Article 8.%' This decision was, however, reversed by the Grand Chamber, which
concluded that the national authorities did not fail to fulfil their positive obliga-
tions under Article 8.

The Grand Chamber found that since the applicants worked in a supermarket that
was a public place, their expectation of protecting their private life was necessarily
limited.*? The Court’s analysis was based on the assumption that the principles
developed in Bdrbulescu relating to the monitoring of the correspondence and
communications of employees were transposable to the installation of video-sur-
veillance in the workplace.®® After a rather perfunctory examination, the Court
concluded that the Spanish authorities (the Employment Court) had not over-
stepped the margin of appreciation afforded to them. While the lack of informa-
tion is in principle not acceptable, there might be certain exceptions, such as in
the present case, justified by the existence of reasonable suspicion that serious
misconduct has been committed and by the extent of the losses.

In terms of the extent of the surveillance and the degree of intrusion into the em-
ployee’s privacy, the Court found that the monitoring had been limited to what was
necessary in relation to both the area and the employees being monitored. Surveil-
lance took place in an area that was open to the public and involved permanent
contact with customers. Therefore, employees’ expectation of privacy was lower

8t Lépez Ribalda para. 79.
82 Ldpez Ribalda para. 93.
8 Ldpez Ribalda para. 116.
8 Ldpez Ribalda para. 134.
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than in places that were private. The duration of surveillance had not been excessive
and did not go beyond what was necessary to confirm the suspicions of theft. The
recordings had only been viewed by certain individuals before the employees had
been informed (the manager, the employer’s legal representative, and a trade union
representative).®” Regarding the employer’s legitimate reasons, the Court took into
account the significant losses recorded over several months and the intention to
punish those responsible. The aims of ensuring the protection of its property and
the smooth functioning of the company were found to be legitimate.*

Unfortunately, the fourth criterion regarding the intrusiveness of the measures was
investigated in a rather half-hearted manner. The “European supervision” by the
Court of the domestic margin of appreciation was arguably rather unsatisfactory.
The Court accepted the assessment of the national authorities without much ado,
despite the admission that “it would have been desirable for the domestic courts to
examine in a more in-depth manner the possibility for the employer to have used

other measures entailing less intrusion into the private life of the employees”.*”

The Court conceded that the consequences of the monitoring for the employees
were very serious, nevertheless, it found that the surveillance had not been used
for any purposes other than to investigate the thefts and to take the disciplinary
measures against those responsible,*® and the Court was also satisfied with the
safeguards prescribed by domestic law.®

On the whole, Ldpez Ribalda is disconcerting inasmuch as the Court seemed to
underestimate the risks of digital means of surveillance and its high level of intru-
siveness.”” Although the national courts failed to address the issue of whether a less
restrictive measure could have been used by the employer to pursue the same aim,
the Court was quick to accept the conclusions of the national authorities without
a thorough analysis.

8 Ldpez Ribalda paras. 124 to 126. The monitoring lasted for ten days, which does not appear excessive:

even though originally the employer had not set the duration but ceased as soon as the employees
responsible had been identified.

8 Ldpez Ribalda para. 123.

8 Ldpez Ribalda para. 128. — See pee para. 49 of Handyside v. the United Kingdom, no. 5493172, 7
December 1976, providing that “[t]he domestic margin of appreciation ... goes hand in hand with a
European supervision.”.

8 Ldpez Ribalda, para. 127.

8 Ldpez Ribalda, para. 129.

% Bregiannis, E; Chatzinikolaou, A., Ldpez Ribalda and Others v. Spain — covert surveillance in the work-

place: attenuating the protection of privacy for employees, 6 December 2019, available at: [https://stras-

bourgobservers.com/2019/12/06/lopez-ribalda-and-others-v-spain-covert-surveillance-in-the-work-

place-attenuating-the-protection-of-privacy-for-employees/], Accessed 15 April 2023.
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In Adomaitis v. Lithuania, another covert surveillance case, the governor of a
prison was suspected of abusing his office in order to offer better conditions for
some inmates. In the course of a criminal investigation, during one year his tele-
phone communications were monitored and intercepted. Subsequently, lacking
sufficient evidence to charge the applicant, the criminal intelligence investigation
was discontinued. However, the information collected was allowed in a disciplin-
ary proceedings that ultimately led to his dismissal. The applicant contested the
lawfulness of using the information collected through covert surveillance.

The Court accepted the necessity of covert surveillance, since the applicant was
the director of a protected incarceration facility, which significantly reduced other
means for a criminal investigation.” A different issue is whether the use of that
information in the disciplinary proceedings was proportionate. Here, the decisive
elements were the applicant’s position as the director of a prison, and the serious-
ness of the acts that were investigated, thus the Court agreed with the conclusions
of the national authorities.”” The Court also noted that the dismissal of the ap-
plicant was based not only on the intercepted communications, but also on other
evidence, including contracts with the telecommunications company and witness
testimony.” Even so, one cannot but challenge the accuracy of the Court’s finding
that the handing-over of the information thus obtained for the purposes of non-
criminal proceedings was legitimate.”

The Court’s assessment of the surveillance measures in Florindo de Almeida Vas-
concelos Gramaxo v. Portugal” is also disconcerting. The case was related to data
on the mileage of the applicant’s company vehicle, collected using a GPS device
originally installed by the applicant’s employer to his full knowledge. Therefore,
workers, including the applicant, were informed of the reasons for the measure
(to monitor the distances travelled), as well as that disciplinary measures can be
brought against them based on the data thus collected. Employees were not al-
lowed to deactivate the geolocation system. The company allowed the use of the
vehicle for private journeys and trips outside work hours, although the expenses
associated with private trips had to be reimbursed.

When the employer became aware that the applicant had tampered with the sys-
tem, a second hidden GPS was installed. The applicant was dismissed when it

o' Ldpez Ribalda, paras. 7 and 85.

92

Adomaitis, para. 87.

% Adomaitis, para. 71.

94

See e.g. the partly dissenting opinion of Judge Koskelo.

% No English translation of the judgment is available, but a the ECtHR’s summary is available here:

[hteps://bit.ly/41zwW5W].
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was disclosed that he manipulated the device. At first instance, the dismissal was
found to be justified, a conclusion supported by the appeal court, but on differ-
ent grounds. The appeal court found that GPS constituted a means of remote
surveillance prohibited by the Portuguese Labour Code. However, although GPS
could not be used to monitor the observance of the required working hours, the
employer was justified to use it to determine the distances travelled. By interfering
with the operation of the GPS, the applicant breached his duty of loyalty to his
employer.

The majority of the Strasbourg Court found that the interpretation of the appeal
court significantly reduced the extent of intrusion. In these circumstances, the
monitoring did not overstep what was strictly necessary to protect the legitimate
aim of the employer, namely to monitor expenditure. However, in our view, the
Court’s assessment of the extent of intrusion continues to be problematic. The
Court failed to consider that there had been a permanent 24/7 surveillance for
three years, and that the GPS monitored the employees outside of working hours,
during their free time as well. This seems hardly to be reconcilable with the prin-
ciple of proportionality.

5. CONCLUSIONS

In this paper, we have described the European legislative framework and outlined
the current practice of the European Court of Human Rights. The principles in
the GDPR and the test developed in Barbulescu, while not identical, seem to ad-
dress the same important concerns, including the lawfulness and legitimacy of
data processing, notification, and several aspects of proportionality. Furthermore,
both regimes appear to be flexible enough to cover a wide range of situations and
to adapt to rapid changes in technology.

No doubt, prevention is better than cure. Before the introduction of surveillance
measures or the installation of devices, employers should consider whether pre-
ventive measures are available, such as the use of filters in the case of monitoring
of personal data relating to Internet or intranet pages accessed by the employee.”
Admittedly, this is not always feasible.

So far, the Court of Justice of the European Union had no possibility to pro-
nounce upon workplace surveillance; nevertheless, it has emphasised that the right

% Committee of Ministers, Recommendation CM/Rec(2015)5 to member states on the processing of

personal data in the context of employment, April 2015, point 14.2.
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to data protection is not absolute, and must be considered in relation to its func-
tion in society.”

In its judgments of the last few years, the European Court of Human Rights
was called upon to assess whether the monitoring of telephone and internet use
(Bdirbulescu, Adomaitis), the opening of personal files on a professional computer
(Libert), video surveillance (Ldpez Ribalda), and the use of geolocation system
(Florindo) are compatible with the right to privacy.

Setting out specific factors to assess the proportionality of monitoring activities in
Birbulescu is a welcome development. However, in subsequent cases, the Court
granted an inexplicably wide margin of appreciation to States, which resulted in
insufficient protection to workers. Our research has demonstrated that in Ldpez
Ribalda and Florindo, the Strasbourg Court showed an unexplainable restraint in
the “supervision” of the domestic margin of appreciation. It is disappointing to see
the blow the information criterion has suffered in Lépez Ribalda, where the Court
found no violation of Article 8 even in the absence of notification of the employees;
it simply claimed that the other factors were all the more crucial if no notifica-
tion had taken place. The employers’ interests were deemed a necessary means to
achieve legitimate and proportionate purposes of the employer.

Despite the increasing acceptance of surveillance technologies in society, employee
monitoring must meet strict requirements and remain within what is legitimate
and necessary. National legislators should modernise national regulatory frame-
works, including the correct implementation of the GDPR in the case of the EU
Member States, and addressing the challenges posed by modern forms of intrusive
surveillance. Employers should ensure that their monitoring policy is clear and
transparent, complies with national law, and preferably is developed through con-
sultation with employees. Finally, given the imbalance of power between employ-
ers and employees, European supervision should show a certain restraint in the
application of the margin of appreciation principle, and strike a proper balance
between the competing interest.
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