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ABSTRACT

The maritime industry, which holds significant importance for international logistics operations and 
global trade, is increasingly exposed to cybersecurity risks in this era of accelerating digitalization. In 
this context, cybersecurity research conducted within the maritime sector is crucial in maintaining 
international trade, preventing economic losses, and effectively managing global supply chains. In 
this regard, the primary objective of this study is to examine research on cybersecurity applications in 
the maritime field using the scientific mapping method and to identify prominent topics and themes. 
Accordingly, a search was conducted in the Web of Science database using maritime-related keywords 
in combination with the terms “cybersecurity,” “cyber risk,” “cyber threats,” or “cyber risk management.” 
Covering the period from 2014 to December 2024, including early-access publications slated for 2025, 
248 studies incorporating maritime concepts and these cybersecurity-related terms were analyzed using 
the R programming language. The analysis results indicate that research in this field began in 2014 and 
that there has been a notable increase in the number of studies conducted since 2018. The findings reveal 
that the most frequently used keywords in this field include “model,” “cybersecurity,” “performance,” 
and “safety.” Additionally, the Journal of Marine Science and Engineering stands out as the journal that 
has published the highest number of studies and received the most citations in this domain. The top 
three countries with the highest number of publications in this field are Norway, the United Kingdom, 
and the United States, respectively. Furthermore, the prominent thematic focus identified in the research 
is collision-avoidance navigation. These findings are significant for researchers, policymakers, and 
practitioners, as they also contribute to developing recommendations for future studies.

1 Introduction

Maritime transportation holds a critical position for 
all industries, as it ensures the delivery of various re-
sources to production centers and facilitates the supply 
of energy required for manufacturing. Since a signifi-
cant portion of international trade is conducted through 
maritime transportation, these activities substantially 
impact economic development [1,2]. More than 80% of 
global trade volume is carried out via sea routes, which 
in turn has profound implications for food security, en-
ergy resources, and the global economy [3]. As a result 
of Industry 4.0, advanced technological developments 
have been rapidly integrated into all sectors. With the 
increasing adoption of these advanced technologies, the 

maritime industry is also undergoing a transformation 
driven by the innovations they introduce. However, inte-
grating Industry 4.0 technologies, particularly through 
the Internet of Things (IoT), has interconnected critical 
maritime systems, thereby increasing their vulnerabili-
ty to cyberattacks. As digital technologies are incorpo-
rated into the sector, the risks associated with these 
innovations are also escalating, posing significant 
threats to the execution of operational processes [4]. To 
ensure efficient operations management, onboard com-
puters and software systems are extensively utilized [5 
(p. 2)]. With the increasing use of digital tools, the risk 
of cyber threats is also rising, leading to significant se-
curity vulnerabilities in the maritime industry. Cyberat-
tacks targeting the maritime sector create international 

https://doi.org/10.31217/p.39.2.6


255B. Yilmaz / SCIENTIFIC JOURNAL OF MARITIME RESEARCH [Pomorstvo] 39 (2025) 254-278

security concerns and disrupt the supply chains essen-
tial for global production, resulting in substantial finan-
cial losses [6 (p. 174)]. Therefore, taking precautionary 
measures and developing solutions to address potential 
cybersecurity issues in the maritime industry are criti-
cal for establishing secure trade routes and ensuring 
operational efficiency in maritime transportation. 

Given the pervasive cybersecurity challenges, it is es-
sential to systematically analyze the evolution and scope 
of research in this domain. Adopting a scientometric ap-
proach offers a novel and objective method to measure 
trends, identify research gaps, and uncover new patterns 
in maritime cybersecurity studies, which case analysis 
and traditional reviews such as systematic reviews may 
overlook. This comprehensive analysis is particularly es-
sential for informing future research directions and poli-
cy-making, as it provides clear, evidence-based insights 
into the dynamic and interdisciplinary nature of the field. 
In this context, the quantitative assessment of scientific 
studies on maritime cybersecurity is considered essen-
tial for the more effective development of cybersecurity 
strategies in the maritime sector and ensuring that sec-
tor-specific policies are grounded in scientific evidence.

This study aims to assess current trends and research 
gaps in the literature concerning cybersecurity applica-
tions in the maritime sector and to provide recommenda-
tions for future studies based on the findings of a 
bibliometric analysis. Considering the growing interest in 
cyber risks alongside the integration of digital technolo-
gies into the maritime sector, it has been identified that 
bibliometric studies on this subject remain limited in the 
existing literature. Rather than claiming to fully address 
this gap, the present study seeks to contribute to the on-
going academic conversation by providing a detailed and 
structured analysis of existing research and by highlight-
ing key themes and underexplored areas. In this regard, it 
is hoped that the study will serve as a useful reference 
point for future investigations in the field. 

Bibliometric studies in this field primarily employ 
systematic literature review and bibliometric tech-
niques, drawing data predominantly from the Scopus 
database. Some studies also utilize data from the WOS 
database, offering a complementary perspective. It is 
important to acknowledge the limitations inherent in 
the selected databases and tools. For example, while the 
Scopus database generally offers broader coverage in 
terms of journals and subject areas, the WoS database is 
known for its rigorous indexing standards, which may 
lead to variations in article representation across fields. 
In this context, the Web of Science database was utilized 
as a primary source. Accordingly, various aspects of 
maritime cybersecurity research were analyzed using 
248 scientific publications obtained from a search in the 
Web of Science database. These include the number of 
citations received over the years, frequently used key-
words, keyword trends, the most prolific authors in this 
field, the most productive institutions, and international 

scientific collaborations. Furthermore, key topics and 
concepts in cybersecurity applications within the mari-
time sector were identified, and various recommenda-
tions for future research were provided.

2 Conceptual framework and literature 
review

Forecasts for the 2025–2029 period indicate that the 
global trade volume transported by sea will grow at an 
average annual rate of 2.4%, while container shipping is 
expected to expand by 2.7%. Increasing infrastructure 
investments, technological advancements, and initia-
tives aimed at reducing carbon emissions further  
enhance maritime transportation’s significance in inter-
national trade [3].

In today’s rapidly advancing technological landscape, 
the maritime sector is also undergoing a transformation 
driven by the innovations required by digital technolo-
gies. The integration of information and communication 
technologies (ICTs) with operational processes in mari-
time transportation enhances the efficiency of transport 
management [7 (p. 1)]. As of 2025, increasing geopoliti-
cal tensions in various regions pose significant risks to 
global maritime transportation. Key threats include pira-
cy activities in the Indian Ocean and off the coast of East 
Africa, Israel’s ongoing military interventions in the Med-
iterranean, the recent political collapse in Syria, potential 
Hezbollah interventions in supply chains affecting global 
logistics, and the ongoing Ukraine-Russia war in the 
Black Sea—all of which are critical factors that could  
impact international maritime trade [8]. Due to these 
tensions, cyberattacks targeting ships in maritime trans-
portation are also likely to occur. In this context, ensuring 
cybersecurity in maritime transportation is of critical im-
portance not only for maintaining seamless operational 
processes but also for enhancing international coopera-
tion among countries to support the sustainability of glo-
bal maritime trade.

With the increasing digitalization in the maritime in-
dustry, cybersecurity has emerged as a critical domain 
affecting the safety of ship operations and port services. 
In this context, current literature studies reveal the in-
dustry’s principal cybersecurity vulnerabilities and of-
fer solutions to security vulnerabilities. In particular, 
security weaknesses in ship navigation systems are 
among the common topics numerous studies address. 
These systems, often operating on outdated operating 
systems and unsupported software, become increasing-
ly susceptible to external interventions [9,10]. Attacks 
targeting navigation systems may lead to the creation of 
false vessel positions, manipulation of ship routes, or 
even complete system shutdowns [11,12]. Therefore, 
strengthening cybersecurity practices in maritime op-
erations has become essential to ensuring the uninter-
rupted continuity of ship-related processes.
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Studies addressing the malicious use of the Auto-
matic Identification System (AIS) demonstrate that this 
technology can be exploited for data transmission and 
as a command and control mechanism. Integrating mal-
ware via AIS can result in unauthorized access to ship 
systems and even a complete takeover [13]. On the oth-
er hand, Cyber Security Operations Centers (CSOCs) de-
veloped to detect and manage cyber threats can provide 
effective results with real-time monitoring and machine 
learning-based detection systems [14].

Beyond technical vulnerabilities, many studies em-
phasize the role of human factors in cybersecurity risks. 
Low levels of cybersecurity awareness among crew 
members represent a significant risk factor [11,14].  
Accordingly, it is widely recommended that technical 
measures be complemented by training programs tai-
lored to maritime staff and crew to raise awareness and 
preparedness [15]. 

Studies focusing on autonomous passenger ships in-
dicate that traditional cybersecurity approaches are in-
sufficient to address the complex risks associated with 
these new technologies. Defense-in-Depth strategies 
alone are considered inadequate; instead, flexible, 
threat-informed, and layered defense models are sug-
gested [16]. In this regard, the same study proposes 
next-generation solutions, such as VPN tunnels, and 
highlights that non-IP-based communication protocols 
may render conventional security methods ineffective.

Moreover, the literature includes studies that ana-
lyze specific cybersecurity incidents to classify threat 

types and frequencies. For instance, an analysis of 46 
incidents between 2010 and 2020 shows the preva-
lence of ransomware attacks, invoice fraud, and espio-
nage activities in the sector. These attacks commonly 
target transportation companies, ports, and shipyards. 
Notably, the frequency of jamming and spoofing at-
tacks has been reported to increase in geopolitically 
tense regions such as the Black Sea [17]. These cases 
illustrate that cyber threats in the maritime domain 
may also carry significant political dimensions. In ad-
dition, novel methodologies have been developed to 
assess risk in systems lacking historical data, offering 
new frameworks based on attacker motivation, oppor-
tunity, and capability [18].

These studies suggest a significant body of literature 
has emerged on maritime cybersecurity. However, this 
literature tends to concentrate on similar systems and 
threat types. There appears to be a relative lack of re-
search on more advanced cyberattack scenarios and de-
veloping comprehensive defense mechanisms against 
such threats. In this regard, the growing need for multi-
layered security strategies encompassing ships, ports, 
shipyards, and autonomous systems stands out as a 
guiding direction for future research. Lastly, expanding 
research on human-machine interaction and field-based 
training programs could improve the readiness of both 
crew and port personnel against cyber threats. Studies 
addressing these areas are expected to contribute to 
both the theoretical development and practical applica-
tion of maritime cybersecurity literature.

Table 1 Studies conducted in the field of Maritime cybersecurity

Author(s) Domain Key Findings
[9] Cyber Risk 

Management 
in Ship 
Operations

As a result of a survey conducted with ship crew members, a total of 14 security vulnerabilities 
were identified, seven of which were classified as critical. It was determined that the Electronic 
Chart Display and Information System (ECDIS) was operating on the Windows XP Service Pack 
2 operating system, which is no longer supported, making it an open target for attackers. A 
vulnerability was found in the Server Message Block (SMB) protocol that allows an attacker to 
execute arbitrary code remotely. Additionally, ECDIS was found to mishandle Remote Procedure 
Call (RPC) requests, posing another security risk. The system was also affected by multiple 
SMB-related vulnerabilities, enabling unauthenticated attackers to gain access to sensitive 
information—placing these issues among the critical vulnerabilities identified.

[11] Maritime 
Cyber Risk 
Assessment

In the study, the MaCRA (Maritime Cyber-Risk Assessment) model conducts risk assessment along 
three dimensions: system vulnerabilities, attack feasibility, and attacker benefit. It was identified 
that navigation systems (GPS, AIS, ECDIS) may be vulnerable to cyberattacks; through AIS 
spoofing, fictitious vessels can be created, or the positions of existing vessels can be manipulated. 
The crew’s low level of cybersecurity awareness contributes to increased human-related threats. 
Additionally, open ports and outdated software facilitate unauthorized access to ship systems 
by attackers. Attacks on cargo management systems may lead to the use of falsified documents, 
thereby increasing the risk of smuggling activities.

[14] Cyber 
Threats in 
the Maritime 
Industry

A Cybersecurity Operations Center (CSOC) was developed to identify and mitigate the security risks 
arising from the digitalization of military and commercial vessels. Cyber threats were successfully 
identified through real-time threat monitoring and AI-assisted attack detection systems. The findings 
indicate that systems such as GPS, AIS, ECDIS, and onboard networks have become vulnerable to 
cyberattacks. Moreover, it was observed that when crew members and ship captains are informed 
about potential attacks, emergency measures can be implemented. Machine learning and signature-
based threat detection systems have also been shown to enable the early detection of cyber incidents.



257B. Yilmaz / SCIENTIFIC JOURNAL OF MARITIME RESEARCH [Pomorstvo] 39 (2025) 254-278

Author(s) Domain Key Findings
[12] Cybersecurity 

Challenges in 
the Maritime 
Industry

The study sheds light on cybersecurity issues in the maritime sector. According to the findings, 
GPS spoofing—broadcasting false GPS signals—can cause vessels to report incorrect positions 
and alter their actual routes. GPS jamming can altogether disable a ship’s navigation systems. The 
manipulation of AIS data may lead to the creation of fake vessels or the concealment of real vessel 
positions, thereby increasing the risk of collisions. Furthermore, it has been noted that ship engine 
systems, fuel management systems, and cargo handling systems are particularly vulnerable to 
cyberattacks.

[13] Cybersecurity 
Vulnerabilities 
in the 
Maritime 
Industry

The study explains how the Automatic Identification System (AIS) can be exploited as a command 
and control mechanism in cyberattacks. The findings reveal that AIS messages can be misused 
to send instructions to vessels and deploy malicious software updates remotely. It was also 
found that hidden commands or malicious files can be embedded within AIS messages, allowing 
attackers to take control of ship systems. Additionally, AIS can be used to monitor network traffic 
and manipulate the vessel’s navigational data.

[17] Cyber 
Threats in 
the Maritime 
Industry

The study examines 46 cybersecurity incidents that occurred between 2010 and 2020 and 
identifies the most significant threats the maritime sector faces. The findings show that 25% 
of the attacks targeted shipping companies, with ransomware identified as the most common 
type of cyberattack in this domain. It was also revealed that shipbuilding yards and research 
centers are exposed to similar threats, and state-sponsored actors can target port systems. The 
study highlights the presence of large-scale and targeted espionage campaigns within the sector, 
including spear-phishing, hacking, and communication interception. IT systems onboard vessels 
were found to be vulnerable to ransomware attacks, while jamming and spoofing were reported 
as the most frequent forms of disruption, particularly in geopolitically sensitive areas such as the 
Black Sea. The findings also indicate that attackers attempt to gain financial advantage by altering 
account information or issuing fraudulent invoices.

[10] Ship 
Cybersecurity

The study analyzes cybersecurity vulnerabilities in Electronic Chart Display and Information 
System (ECDIS) workstations used in paperless ship navigation. Security tests revealed that 
the DNS client running on ECDIS systems was outdated and exposed to known vulnerabilities, 
potentially allowing remote execution of malicious code. Additional vulnerabilities were identified 
in the Security Account Manager (SAM) and Local Security Authority (LSAD) components, which 
could enable an attacker to gain system access by impersonating an authorized user. The study 
concludes that the root causes of these vulnerabilities lie in using outdated operating systems and 
legacy communication protocols.

[18] Cyber Threat 
Assessment 
and Risk 
Management 
in the 
Maritime 
Industry

This study develops a systematic approach for assessing cyber threats in systems that lack 
historical data on past security incidents. The findings indicate that a significant portion of 
threats are associated with the infiltration of ship systems by malicious software. Four key factors 
were identified to determine the likelihood of a system being attacked: the presence of threat 
actors, opportunities for attack, the tools required for execution, and attacker motivation. It was 
concluded that the maritime sector is frequently targeted by hacker groups and state-sponsored 
threat actors, with ransomware, financial gain, political objectives, and espionage identified as the 
primary driving motivations. Furthermore, the likelihood of cyberattacks is increased by factors 
such as remote access, maintenance updates, and existing system vulnerabilities.

[15] Port 
Cybersecurity

The study employs an integrated cybersecurity risk assessment model. Within this framework, 
four distinct cyberattack scenarios were analyzed: remote access and data manipulation targeting 
the port information system, critical system update failure during a power outage, data leakage 
caused by an employee collaborating with criminal organizations, and damage to critical IT 
systems resulting from a natural disaster. All of these scenarios were found to pose a high level 
of risk. The study recommends the implementation of multi-factor authentication to prevent 
unauthorized access to port information systems, the provision of regular cybersecurity training 
for employees to raise awareness, the reinforcement of network security policies, and the 
enhancement of backup systems to ensure resilience against natural disasters.

[16] Cyber Risk 
Management 
in 
Autonomous 
Passenger 
Ships

The study conducted a systematic literature review to identify cyber threats and classify risk 
factors for autonomous passenger ships. The findings indicate that the most significant threats in 
such vessels are associated with remote access vulnerabilities and weak network security. It was 
found that the Defense-in-Depth strategy alone is insufficient to mitigate complex cyberattacks. 
Accordingly, a new cybersecurity model was developed by combining the Defense-in-Depth 
approach with a Threat-Informed Defense strategy. The results further show that traditional 
security measures are inadequate for autonomous passenger ship systems due to the use of non-
IP-based communication protocols. VPN tunnels are recommended to enhance cybersecurity in 
these systems
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Cybersecurity and cyber risks in maritime transpor-
tation have become increasingly critical due to the ris-
ing levels of digitalization and automation. Recent 
academic research has primarily focused on port secu-
rity, autonomous ships, various cyber threats, and risk 
management strategies. Studies in this field aim to un-
derstand the scope of cyber risks, identify potential 
threats, and develop mitigation strategies. Cybersecuri-
ty risks in the maritime industry can also be assessed 

through techniques such as bibliometric analysis and 
systematic literature reviews, which have been utilized 
in the existing literature (Table 2). While some of the 
studies in Table 2 analyze cyberattacks targeting auton-
omous ships and their consequences [19,20], others fo-
cus on cybersecurity management in port facilities [21]. 
Additionally, some studies propose solutions for ad-
dressing vulnerabilities in critical systems within the 
maritime sector [22,23].

Table 2 Bibliometric studies conducted in the relevant field

Author(s) Domain Purpose and Methods Key Findings
[24] Cyber Risk This study examines cyber risk perception 

in the maritime sector using psychological 
models and systematically analyzes 
existing research. The study employs Okoli 
and Schabram’s eight-step systematic 
literature review method, and 25 articles 
have been reviewed.

As a result of the analyses conducted in the study, 
24 dimensions related to cyber risk perception 
were identified. Nine fundamental dimensions 
based on the psychometric paradigm—
voluntariness, the immediacy of risk consequences, 
level of knowledge, controllability, catastrophic 
potential, dread, prevalence, novelty, and severity 
of consequences—were discussed in the maritime 
context alongside perceived benefits and optimism 
biases.

[20] Cyberattacks This study analyzes the types of 
cyberattacks on autonomous ships, 
their consequences, and existing 
security vulnerabilities. In this context, 
a comprehensive literature review was 
conducted using the PRISMA methodology 
to evaluate the industry’s approaches to 
addressing these threats and identify its 
shortcomings.

The analyses indicate that autonomous ships’ 
security systems can be easily breached, leading 
to significant financial losses, cargo loss, and 
disruptions in maritime traffic. Consequently, the 
findings highlight the need for stronger security 
measures in the industry. It has been concluded 
that defenses must be updated to counter next-
generation attack techniques. To achieve this, 
the study emphasizes the necessity of adopting 
security-by-design approaches, implementing 
blockchain technologies, and enhancing 
international cooperation.

[21] Cyber 
Security Risk 
Management 

This study aims to systematically review 
the existing literature on cybersecurity 
risk management in port facilities, identify 
research gaps in this field, and provide 
guidance for future studies. In this 
context, a systematic literature analysis 
was conducted using studies retrieved 
from databases such as IEEE Xplore, 
ScienceDirect, and Scopus.

As a result of the analyses conducted, various 
models and recommendations have been 
proposed for port cybersecurity risk management. 
An Independent Maritime Cyber Assessment 
Organization has been suggested, and an Integrated 
Cyber Risk Assessment Model has been developed 
for port operations. The key challenges identified 
in this context include the heterogeneity of port 
environments, the management of cyber-physical 
dynamics, and the complexities involved in 
establishing standardized frameworks.

[23] Cyber Security This study aims to identify the challenges 
related to maritime cybersecurity, 
analyze existing solutions, and develop 
POSEIDON, a cybersecurity management 
framework designed to address these 
challenges. Accordingly, scientific studies 
were selected based on their focus on 
maritime cybersecurity. The analyses were 
conducted using bibliometric methods and 
content analysis.

The analysis results identified widespread security 
vulnerabilities in critical systems within the 
maritime sector, such as the AIS and the Electronic 
Chart Display and Information System (ECDIS). 
Furthermore, the study highlights the lack of 
an international standard and the challenges of 
protecting maritime infrastructure against cyber 
threats. The POSEIDON framework developed 
in this study integrates existing standards while 
introducing new elements that enhance security 
culture and automation systems.
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Author(s) Domain Purpose and Methods Key Findings
[22] Cyber-Attacks This study aims to examine scientific 

publications on cyber-attacks in the 
maritime sector and their impacts on 
shipboard sensors and systems using 
the bibliometric analysis method. In 
this context, 41 articles obtained from 
databases such as Web of Science were 
systematically reviewed. VOSviewer 
software was utilized for the analyses.

The analysis results indicate that cyber-attacks 
targeting sensors and systems in the maritime 
sector pose significant risks to global supply chain 
security, sustainability, and maritime safety. It has 
been found that with the increasing prevalence of 
automation systems, cyber-attacks have become 
more frequent while existing risk management 
methods remain insufficient. The study emphasizes 
the need to protect critical systems such as the 
Electronic Chart Display and Information System 
(ECDIS). Additionally, it has been determined 
that scientific publications in this field are 
predominantly produced by a specific group of 
countries and authors, with the United States, 
Brazil, Norway, Japan, and Croatia emerging as key 
contributors.

[25] Risk and 
Reliability 

This study aims to examine scientific 
publications on the security and reliability 
analysis of Maritime Autonomous Surface 
Ships published between 2015 and 
2022 using bibliometric analysis while 
conducting a comprehensive literature 
review on these technologies’ reliable 
design and risk assessment. Accordingly, a 
literature sample comprising 118 articles 
selected from Web of Science, Scopus, 
and Google Scholar was subjected to 
bibliometric analysis.

As a result of the bibliometric analysis, it has been 
determined that topics such as collision avoidance, 
software failures, hazard assessment, and human-
machine interaction have received significant 
attention. The findings indicate a lack of dynamic 
approaches in risk assessment methods, the need 
for a more comprehensive examination of human-
machine collaboration, and the limited number of 
studies in the literature focused on enhancing the 
reliability of communication systems.

[26] Cyber Threat 
and Cyber Risk

This study aims to examine threat 
modeling and risk assessment methods 
in the maritime sector and identify the 
strengths and weaknesses of cybersecurity 
applications in ships. Through a systematic 
literature review, the study seeks to 
develop standardized frameworks for 
risk management in autonomous ships. 
The analysis covers various ship systems, 
including ship networks, navigation 
systems, cargo management systems, 
and engine control systems. A total of 
25 articles published between 2015 and 
2023 were analyzed, utilizing data from 
IEEE Xplore, Scopus, Web of Science, ACM 
Digital Library, and ScienceDirect.

The results of the analysis indicate that methods 
such as MaCRA, FMEA/FMECA, and STPA effectively 
assess risks specific to ship operations. It has been 
determined that attack tree modeling facilitates the 
identification of vulnerabilities and potential threat 
pathways in ship systems, while Bayesian Networks 
significantly contribute to modeling uncertainties 
and enhancing decision-making processes.

[27] Cyber Security This study aims to systematically 
review research conducted in maritime 
cybersecurity between 2013 and 2023, 
analyzing the ten-year development in this 
domain. The data used in the study were 
obtained from databases such as Google 
Scholar, Scopus, and ACM. Accordingly, 319 
articles published between 2013 and 2023 
were analyzed.

The study’s findings indicate that interest in 
maritime cybersecurity significantly increased 
between 2016 and 2020. In recent years, more in-
depth experimental studies and articles proposing 
solutions have been published on this topic. The 
research reveals that maritime cybersecurity 
studies are categorized into various subtopics, 
including port security, ship security, autonomous 
vessels, human factors, policy, and legal regulations. 
Moreover, studies in this field highlight cyber-
attacks targeting critical systems such as the 
Automatic Identification System (AIS), Electronic 
Chart Display and Information System (ECDIS), and 
Voyage Data Recorder (VDR).
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Research in this field has primarily focused on iden-
tifying risks across various subdomains, assessing exist-
ing threats, discussing necessary countermeasures, and 
enhancing security measures and system reliability. 
Studies highlight vulnerabilities in critical maritime sys-
tems such as the Automatic Identification System (AIS), 
the Electronic Chart Display and Information System 
(ECDIS), and the Voyage Data Recorder (VDR). To ad-
dress these challenges, it has been suggested that a 
comprehensive examination of human-machine interac-
tions is necessary [25] and that developing internation-
al standards and legal regulations in this domain is 
essential [23]. It is believed that testing theoretical 
models through real-world applications and imple-
menting digital technologies such as blockchain [20] 
could play a significant role in mitigating existing secu-
rity vulnerabilities. A bibliometric review of studies em-
ploying bibliometric methods in this field has revealed 
that cybersecurity research in maritime transportation 
can be categorized into three main areas: cybersecurity 
and risk management in autonomous ships, cybersecu-
rity in port and maritime infrastructure, and types of 
cyber-attacks and threats in the maritime sector.

Although autonomous ships significantly transform 
the maritime transportation industry, they remain high-

ly vulnerable to cyber threats. The study conducted by 
[20] highlights that the security systems of autonomous 
ships can be easily breached, leading to financial losses, 
cargo disruptions, and interruptions in maritime traffic. 
Similarly, [25] emphasizes the necessity of reviewing 
security protocols used in Maritime Autonomous Sur-
face Ships (MASS), focusing on risk and reliability as-
sessments. [19] conducted a bibliometric review on 
risk, safety, and reliability in autonomous ships, reveal-
ing significant research gaps in the literature regarding 
software failures, human-machine interactions, and col-
lision avoidance systems. On the other hand, [26] pro-
vides a detailed examination of threat modeling and 
risk assessment methods in maritime cybersecurity, an-
alyzing existing strategies’ strengths and weaknesses. 
Their study comprehensively evaluates current cyberse-
curity approaches, highlighting areas that require fur-
ther improvement and adaptation to evolving cyber 
threats in the maritime sector. 

Cyber-attacks in the maritime sector are primarily 
targeted at ship networks, sensor systems, and elec-
tronic chart systems. [22] conducted a bibliometric 
analysis revealing that cyber-attacks on maritime sen-
sors and systems pose significant risks to global supply 
chain security and maritime safety. Their study high-

Author(s) Domain Purpose and Methods Key Findings
[19] Cyber Risk, 

Safety & 
Reliability 

This study uses bibliometric analysis 
to examine scientific publications on 
the risk, safety, and reliability analysis 
of autonomous ships in the maritime 
domain. The analysis aims to establish 
regulatory frameworks to enhance the 
safety of autonomous ships and identify 
research trends and gaps in this field. 
In this context, 417 articles published 
between 2011 and 2022 were analyzed 
using the R programming language and 
the Bibliometrix Shiny application based 
on data from the Scopus and Web of 
Science databases.

The analysis results of the study indicate that 
significant research efforts have been concentrated 
on navigation safety and collision avoidance. Among 
the reviewed publications, methods such as System-
Theoretic Process Analysis and Bayesian Networks are 
the most frequently employed approaches. The study 
further reveals that China, Norway, and the United 
States are among the most productive countries in 
this field, establishing strong collaboration networks 
among themselves. Additionally, European and 
North American countries have been identified as 
having substantial potential for collaboration in this 
area. According to the reviewed studies, research 
gaps in this field include software failures, hardware 
malfunctions, human-machine interactions, and online 
risk monitoring systems.

[28] Cyber Security This study aims to analyze scientific 
publications in maritime cybersecurity 
to identify research trends and potential 
research areas in this domain. Within this 
scope, a literature search was conducted 
in the Scopus database, and studies 
published between 2013 and 2023 were 
analyzed using the VOSviewer software. 
These analyses provided a detailed 
classification of cyber-attack vectors in 
ships, ports, and the maritime logistics 
sector.

Among the attack methods identified in the study 
are signal jamming, data manipulation, information 
eavesdropping, and denial-of-service (DoS) attacks. 
The analysis results indicate that, in the context of 
maritime cybersecurity threats, the manipulation 
of GPS and AIS signals, false collision warnings, 
and system failures are prominent concerns. To 
mitigate these risks, the study emphasizes the need 
for cybersecurity training, awareness programs, 
and the enforcement of international regulations. 
Furthermore, the findings reveal that most 
scientific research models in this field are based 
on theoretical foundations, with a notable lack of 
practical applications.
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lights that the increasing prevalence of automation sys-
tems has increased cyber threats while existing risk 
management methods remain inadequate. Similarly, 
[28], in a comprehensive literature review on maritime 
cybersecurity, categorized attack vectors in ship and port 
systems, emphasizing that the primary cyber risks in-
clude GPS and AIS signal manipulation, false collision 
warnings, and system failures. Studies analyzing general 
research trends in maritime cybersecurity aim to identify 
gaps in the existing literature and guide future research. 
[24] investigate cyber risk perception in the maritime 
sector using psychological models, assessing how indi-
viduals perceive cyber risks. [27] conduct a ten-year 
analysis of maritime cybersecurity research, revealing 
that research trends accelerated significantly between 
2016 and 2020. Their study highlights key developments 
and emerging areas of focus in maritime cybersecurity, 
providing valuable insights for future studies. The re-
search highlights that maritime cybersecurity encom-
passes various subdomains, including port security, 
autonomous ships, human factors, and legal regulations, 
emphasizing the need for more empirical studies. [28] 
Point out that most models in the literature are based on 
theoretical foundations, while practical applications re-
main insufficient. Their study underscores the necessity 
of bridging the gap between theory and real-world im-
plementation to enhance the effectiveness of cybersecu-
rity strategies in the maritime sector.

Cybersecurity research in the maritime sector exhib-
its several commonalities. Many studies emphasize the 
vulnerability of critical maritime systems to cyber-at-
tacks and highlight the need to strengthen security 
measures through international collaboration [20,23]. 
Similarly, some studies adopt a narrower focus, offering 
more specific assessments on particular topics within 
maritime cybersecurity, such as risk management in au-
tonomous ships, cyber threats in port infrastructure, 
and security protocols for navigation systems. These fo-
cused evaluations contribute to a more detailed under-
standing of specific challenges while reinforcing the 
broader need for comprehensive cybersecurity strate-
gies in the maritime industry. For instance, [20] and 
[25] focus on cyber-attacks targeting autonomous ships, 
analyzing their vulnerabilities and potential counter-
measures. In contrast, [21] concentrates on cybersecu-
rity management in port facilities, emphasizing the 
need for integrated risk assessment models. Meanwhile, 
[22] and [28] take a direct approach to maritime cyber 
threats, examining attack vectors in detail and provid-
ing insights into how cyber-attacks are executed within 
the maritime sector. These studies collectively contribute 
to a comprehensive understanding of maritime cyberse-
curity by addressing various threats, vulnerabilities, 
and defense mechanisms.

One of the key differentiating aspects of these studies 
is the methodologies employed. For instance, [22] uses 
VOSviewer to conduct bibliometric analysis, whereas 

[24] adopts a systematic literature review approach. Ad-
ditionally, some studies focus on sector-specific policies 
and strategies [23], emphasizing regulatory frameworks 
and international cooperation, while others adopt more 
technical approaches, proposing risk assessment models 
tailored to maritime cybersecurity [26]. This diversity in 
methodologies highlights the multidimensional nature of 
maritime cybersecurity research, encompassing policy-
driven, theoretical, and technical perspectives. In conclu-
sion, addressing security vulnerabilities in the maritime 
sector requires technical solutions and consideration of 
regulatory and operational dimensions. Additionally, fur-
ther empirical research is needed to explore how next-
generation security solutions, such as blockchain, can be 
effectively implemented in the industry. While significant 
progress has been made in maritime cybersecurity re-
search, developing more effective strategies to counter 
existing threats necessitates increased interdisciplinary 
studies. In particular, proposed security frameworks 
must be supported by field studies to ensure their practi-
cal applicability and effectiveness in mitigating cyber 
risks in real-world maritime operations.

3	 Method,	analysis,	and	findings

To ensure the cumulative advancement of scientific 
knowledge, systematically synthesizing research find-
ings and data available in the literature is essential. In 
this regard, bibliometric analysis is a quantitative and 
objective method for examining scientific literature 
within a particular discipline [29(p. 166)]. This method 
enables the assessment of the scope and growth trends 
of literature in a given field, providing insights into po-
tential contributions to future research [30 (p. 1004)]. 
Citation counts, publication volumes, and keywords are 
frequently used in large-scale and highly objective data 
types in bibliometric analysis. This analytical method is 
crucial in structuring and making sense of unstructured 
data, transforming it into organized and meaningful in-
sights. As a result, bibliometric analysis helps decode a 
research field’s development trajectory and enhances 
comprehension through visualization techniques [31]. 
Consequently, the comprehensive data derived from sci-
entific research allows for an in-depth examination of 
the evolution of cumulative knowledge over time, there-
by establishing a robust foundation for future studies in 
the respective field [32 (pp. 1014–1015)]. In recent 
years, accessing large-scale datasets in databases such 
as Scopus and Web of Science have become increasingly 
convenient. Additionally, the use of open-source biblio-
metric software has become more widespread, making 
this method a preferred choice for analyzing scientific 
studies across various disciplines [33,34].

Different software tools with various functionalities 
are utilized to assess scientific productivity in a given 
field and analyze its intellectual structure. Gephi, VOS-
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viewer, and CiteSpace are commonly used for visualiza-
tion purposes. Furthermore, Bibliometrix, compatible 
with the R programming language, stands out due to its 
ability to perform multi-faceted analyses, including 
source impact assessment, document analysis, keyword 
analysis, and data visualization [35 (pp. 156–158)].

In this context, the R programming language was 
chosen to conduct the analyses in this study. The analy-
sis stages are illustrated in Figure 1. As part of the bibli-
ometric analysis, a search was conducted in the Web of 
Science database using the keywords “maritime” OR 
“shipping” OR “seafaring” OR “maritime industry” OR 

“marine industry” OR “maritime supply chain” in con-
junction with “cybersecurity” OR “cyber risk” OR “cyber 
threats” OR “cyber risk management.” As a result, the 
total number of publications retrieved was determined 
to be 252. Subsequently, a language restriction was ap-
plied, and only publications written in English were in-
cluded in the analysis, reducing the total number of 
publications to 248. Given the limited number of studies 
in this field, all publication categories indexed in the 
Web of Science, including Conference Proceedings Cita-
tion Index (CPCI-S) and Book Citation Index – Social Sci-
ences & Humanities (BKCI-SSH), as well as SSCI, 

Step 1: Data Collection 

Re�ine Data Bases: WOS Core Collection 

Keywords: «maritime» OR «shipping» OR «maritime industry» OR «marine industry» OR «maritime supply chain» 

Search String: «cybersecurity» OR «cyber risk» OR «cyber threats» OR «cyber risk management» 

Language: English and Document Type: Article, Proceeding Paper, Book Chapter, Review   

Time Range: 2014-2025- 

Step 2: Bibliometric Analysis and Visualization 

Publication Trends Analysis 

Keyword Trends Analysis 

Thematic Distribution: An Analysis of Density and Centrality    

Authors’ Productivity Analysis 

Academic Collaboration Analysis Among Authors 

Scienti�ic Collaboration Analysis Among Countries 

Step 3: Evaluation of �indings, drawing inferences, and providing recommendations for future research  

Figure 1 Data collection and analysis stages
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SCI-Expanded, AHCI, and ESCI, were selected for inclu-
sion in the study. The study examined various data re-
garding the citation counts of 248 publications over the 
years and their distribution. The keywords used in the 
articles were analyzed through factor analysis, and 
trends related to these keywords were investigated. Ac-
cordingly, the proximity and distance of the keywords 
used in the 248 publications were clustered through 
factor analysis, leading to the development of a concep-
tual structure map. The number of references cited by 
the publications and the distribution of citations re-
ceived by these publications within the Web of Science 
(WoS) database were determined. Additionally, categor-
ical clustering analyses were conducted, and findings 
related to authors, research domains, publication sourc-
es, and countries were presented through visual maps 
and tables generated using the R programming lan-
guage.

In this study on cybersecurity applications in the 
maritime sector, 248 publications indexed in the Web of 
Science (WoS) database and published between 2014 
and December 2024, including early access publications 
slated for 2025, were included in the analysis. These 
248 publications were published across 136 different 
journals. The average number of citations per publica-
tion was 9.4, while the average number of co-authors 
per publication was 3.63. Among the years 2014–2025, 

Figure 2 Citation counts and general characteristics by year

Table 3 General characteristics of the analyzed publications

Timespan 2014-2025
Publication 248
Journals 136
Keywords 801
Average Citations per Publication 9,411
Number of Single-Authored Publications 33
Average Number of Co-Authors per Publication 3.63
International co-authorships % 27.82

Year Number of Articles Mean TC Per Year*

2014 2 0.18
2015 1 2.40
2016 1 0.22
2017 5 0.15
2018 19 2.02
2019 16 3.03
2020 20 5.08
2021 34 3.15
2022 42 3.17
2023 40 3.85
2024 66 1.44
2025 2 0.18

* Mean TC Per Year: Average Citations per Year

the highest average annual citation count was recorded 
in 2020 (Figure 2 and Table 3). The “MeanTCp” column 
in Table 2 represents the average number of citations 
per year. In 2020, 20 publications were produced on 
this topic, receiving an average of 5.08 citations per 
publication. This finding suggests that 2020 had a rela-
tively high impact level compared to other years.

According to Table 3, 248 publications were evaluat-
ed for the period 2014–December 2024, including early 

Average Citations per Year
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Figure 3 Annual scientific production

access publications slated for 2025. These publications 
were disseminated across 136 different journals. The 
average number of citations per publication was calcu-
lated as 9.41, highlighting the impact of the analyzed lit-
erature in the field and indicating that these studies 
have been frequently cited.

The analysis results reveal that the total number of 
single-authored publications is 33. Given the total 
number of publications (248), this finding suggests that 
a significant portion of the analyzed studies are collabo-
rative in nature. The average number of co-authors per 
publication was also calculated as 3.63. Furthermore, 
the international collaboration index, measured at 
27.82%, indicates a notable level of scientific collabora-
tion in the literature within this research domain.

Upon examining the annual scientific production 
graph (Figure 3), it has been determined that publica-
tions in this field have shown a significant increase 
since 2018. Notably, during the 2023–2024 period, the 
number of publications in this domain has risen sub-
stantially, reaching its highest level. Among the analyzed 
years, 2024 is the most productive year, with 66 publi-
cations.

Keywords highlight the core themes of a publication, 
enhancing its academic visibility and facilitating more 
efficient and effective literature searches in relevant 
fields. This, in turn, improves the accessibility of publi-
cations and increases the efficiency of literature reviews 
on the subject.

In the word cloud presented in Figure 4, the size of 
each word varies based on its frequency of usage. Ac-
cordingly, the most frequently used keywords appear 

larger and are positioned closer to the center to en-
hance visual emphasis [36 (p. 74)].

The frequency table (Table 4) and word cloud (Fig-
ure 4) generated from the analysis illustrate the most 
frequently mentioned concepts and research trends in 
cybersecurity studies within the maritime sector. Ac-
cordingly, when analyzing the keywords of the 248 pub-
lications, it is observed that the most frequently used 
keyword is “framework.” Following this, the second 
most frequently used keyword is “model,” which is then 
followed by “security,” “cybersecurity,” “cyber security,” 
“performance,” “safety,” “system,” “design,” “authentica-
tion,” and “maritime,” respectively.

The frequent usage of the terms “framework,” “mod-
el,” and “security” indicates that the literature on cyber-
security research in the maritime sector primarily 
focuses on defining theoretical frameworks and devel-
oping applicable models. The terms “cybersecurity” and 
“cyber security” appear in publications in two different 
forms, suggesting variations in their usage within the 
literature. Additionally, the prominence of the keywords 
“safety,” “system,” and “systems” highlights the empha-
sis on studies that underscore the importance of securi-
ty in maritime operations.

The frequency of “design” and “authentication” in 
academic publications indicates a significant focus on 
system design and authentication processes in mari-
time cybersecurity applications. The findings suggest 
that the maritime sector stands out as a specific domain 
where cybersecurity applications are concentrated. The 
term “maritime” in the frequency table signifies that sci-
entific studies in this field address sector-specific appli-

Annual Scientific Production
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Figure 4 Word cloud

Table 4 Most frequently used keywords

Terms Frequency
framework 18
model 18
security 18
cybersecurity 17
cyber security 9
safety 7
system 7
systems 7
design 6
authentication 5
maritime 5

cations, threats, and solutions. However, the relatively 
low frequency of this term may indicate that niche are-
as, such as cybersecurity in the maritime sector, are dis-
cussed less frequently in the literature.

Figure 5 illustrates the evolution and changes in 
prominent terms within the literature on cybersecurity 
applications in the maritime sector over the years. This 
graph provides insight into the areas that have in-
creased focus in the literature over time.

Accordingly, the terms “framework” and “model” 
have been extensively used, particularly in 2024. This 

suggests a growing interest in theoretical frameworks 
and modeling studies within the maritime cybersecuri-
ty literature. The term “security” has consistently in-
creased since the initial studies in this field, and 
according to the current dataset, its highest frequency is 
observed in the year 2025. Similarly, the term “cyberse-
curity” follows a comparable trend, indicating a sus-
tained rise in research interest in this area. However, as 
we are still in early 2025, this observation should be in-
terpreted with caution, as the data may not yet fully re-
flect the year’s publication trends. This indicates that 

Figure 5 Keyword trends

Words' Frequency over Time
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cybersecurity will remain a significant theme in mari-
time sector research. Most of the terms identified in the 
analysis have shown a noticeable upward trend since 
2020. This increase can be associated with the accelera-
tion of Industry 4.0 technologies in the maritime sector 
and the growing focus on cybersecurity due to increas-
ing digitalization processes [37–39].

Figure 6 visualizes the key themes in cybersecurity 
research within the maritime sector, their levels of de-
velopment, and the centrality of their relationships with 
other themes. The map reveals that the themes are di-
vided into four distinct regions.

The themes “framework model” and “collision-avoid-
ance navigation” exhibit high centrality and density, indi-
cating that these topics are prominent in maritime 
cybersecurity research and are extensively addressed in 
scientific studies. The “framework model” is a focal point 
for developing theoretical frameworks and practical ap-
plications in maritime cybersecurity. Its prominence un-
derscores the importance of establishing comprehensive 
solutions in cybersecurity applications. Similarly, “colli-
sion-avoidance navigation” emerges as a critical sub-
theme in ensuring safe navigation for autonomous 
maritime vehicles. Collisions in the maritime sector are 

among the most severe accidents, necessitating the de-
velopment of advanced collision-avoidance systems, par-
ticularly for autonomous ships. Factors such as collision 
prevention [40], the development of autonomous naviga-
tion [41], minimizing human errors [42], compliance 
with regulations and the integration of advanced artificial 
intelligence systems [43], and enhancing data collection 
and processing capabilities [44] further emphasize the 
significance of this topic. 

In Figure 6, themes such as “ships performance” and 
“automation” exhibit high density but low centrality. This 
suggests that while highly specialized researchers explore 
these themes, their overall influence remains limited.

These findings indicate that research in these areas 
is conducted with a narrower academic focus. However, 
despite their limited reach, such studies are crucial in 
offering solutions to specific problems within maritime 
cybersecurity.

Themes such as “security cybersecurity,” “system in-
ternet,” and “models risk” in Figure 6 exhibit high cen-
trality but low density. This indicates that these topics 
are strongly connected to other themes in the field but 
have not yet been extensively explored in the academic 
literature.

Figure 6 Thematic distribution in maritime and cybersecurity literature: density and centrality analysis
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On the other hand, “cyber” and “authentication AIS” 
are characterized by both low centrality and low density. 
These findings suggest that these topics are still being de-
veloped in maritime cybersecurity research. As a result, 
these areas present potential opportunities for research-
ers looking to conduct innovative studies in this domain.

Table 5 presents the key journals in which 248 pub-
lications related to cybersecurity applications in the 
maritime sector have been published. Among them, the 
Journal of Marine Science and Engineering stands out as 
the journal with the highest number of publications 
(16) and the most citations in this field between 2014 
and 2024.

The TransNav – International Journal on Marine Nav-
igation and Safety of Sea Transportation ranks second in 
terms of both the number of publications and citations, 
positioning itself as an influential journal for cybersecu-
rity research in the maritime sector.

The H-index measures a journal’s productivity and 
citation impact. In this study, the Journal of Marine Sci-
ence and Engineering, TransNav – International Journal 
on Marine Navigation and Safety of Sea, Journal of Navi-
gation, and Sensors have the highest H-index among the 
analyzed journals. These findings indicate that studies 
published in these journals are frequently cited in the 

academic literature on maritime cybersecurity, high-
lighting their significance and impact in the field.

Local citations refer to the number of times an au-
thor within a given dataset is cited by other publications 
within the same dataset. The findings obtained in this 
context allow for both the evaluation of overall citation 
impact and a deeper examination of the connections be-
tween documents within the dataset [45 (p. 5)]. Table 6 

Table 5 Sources impact

Source h_index TC* NP** PY_start
Journal of Marine Science and Engineering 7 173 16 2019
TRANSNAV – International Journal on Marine Navigation and Safety of Sea Transportation 6 141 15 2018
Journal Of Navigation 5 116 6 2018
Sensors 5 55 7 2021
WMU Journal of Maritime Affairs 4 118 6 2019
2019 International Conference on Cyber Situational Awareness, Data Analytics and 
Assessment (CYBER SA) 3 26 3 2019

Computers & Security 3 53 4 2021
IEEE Access 3 45 5 2020
Journal of Information Security and Applications 3 37 3 2021
Journal of Transportation Security 3 42 3 2018
Marine Technology Society Journal 3 23 3 2018
Proceedings Of The 2021 IEEE International Conference on Cyber Security and 
Resilience (IEEE CSR) 3 29 4 2021

Safety Science 3 119 3 2020
Transactions on Maritime Science-TOMS 3 41 7 2019
2022 IEEE International Conference on Cyber Security and Resilience (IEEE CSR) 2 17 5 2022
Applied Sciences-Basel 2 73 4 2020
Asian Journal of Shipping and Logistics 2 33 2 2021
Computer Security, ESORICS 2019 2 9 2 2020
Information 2 58 2 2022
International Journal of Critical Infrastructure Protection 2 46 4 2021

* TC: Total number of citations, **NP: Total number of publications.

Table 6 Most locally cited authors

Author Local Citations
Svilicic Boris 65
Tam Kimberly 63
Jones Kevin 53
Brosset David 42
Androjna Andrej 37
Pavic Ivica 35
Gkioulos Vasileios 34
Bernsmed Karin 32
Meland Per Håkon 32
Nesheim Dag Atle 32
Andonovic Ivan 29
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presents the authors with the most local citations in this 
context. According to the findings, Boris Svilicic is the 
most locally cited author, receiving 65 citations. Follow-
ing him, Kimberly Tam and Kevin Jones rank second and 
third, with 63 and 53 citations, respectively.

These results indicate that the publications by these 
authors stand out within the dataset analyzed in this 
study and are frequently used as key references in mari-
time cybersecurity research.

Table 7 presents the top 10 most prolific authors in 
maritime cybersecurity research, detailing their active 
publication years, publication frequency (freq), total ci-
tation count (TC), and annual average citation impact 
(TCpY). The data compiled in Table 7 aims to evaluate 
the authors’ contributions to the literature quantitative-
ly and qualitatively.

Among the top 10 most publishing authors, Gkioulos 
Vasileios stands out as the most productive researcher 
in this field. Between 2020 and 2024, he consistently 
published in journals indexed in the Web of Science da-
tabase, producing 14 publications. Victor Bolbot has 
seven publications and has received an average of 
57.067 citations per year (TCpY). This indicates that his 
studies in this field have greatly impacted maritime cy-
bersecurity research. Meanwhile, Boris Svilicic is the 
most cited author, receiving 154 citations (TC) from his 
seven publications between 2018 and 2020. This high-
lights his significant influence in the academic literature 
on maritime cybersecurity.

Table 8 presents the countries with the highest 
number of publications in cybersecurity in maritime 
studies. According to the data, the top five countries in 
this area are as follows: Norway (91 publications), the 
United Kingdom (83 publications), the United States (69 
publications), Greece (47 publications), China (37 publi-
cations), and Finland (37 publications). The primary rea-
sons for the high scientific productivity in Norway and 
the United Kingdom include the significant role of the 
maritime sector in their economies and the concentra-

tion of research in maritime technologies. In particular, 
Norway experienced over 50 cyberattacks in the energy, 
oil, and gas sectors in 2015 [46]. With the advancement 
of digital technologies, cybercrime threats have in-
creased, prompting the Norwegian Maritime Industry to 
establish the Norwegian Maritime Cyber Resilience Cen-
tre in 2021 [47]. The United Kingdom, one of the leading 
maritime nations in the world, developed a new mari-
time security strategy in 2022, targeting the latest physi-
cal and cyber threats with a five-year plan [48]. In 2022, 
the United States implemented the Strengthening Ameri-
can Cybersecurity Act of 2022 [49]. This law established 
various action plans to foster international cooperation 
in cybersecurity. Implementing these actions will elevate 
global maritime cybersecurity standards [50]. The Chi-
nese government, aware of the cybersecurity risks in 
maritime operations, established the National Cyberse-
curity Center campus in 2017 to address critical security 
vulnerabilities in key sectors, including maritime opera-
tions, and strengthen cybersecurity [51]. In the same 
year, China enacted the Cybersecurity Law of the People’s 

Table 7 Author production over time

Author Publication years freq TC* TCpY**

Amro Ahmed 2020-2022-2023-2024 8 54 21.733
Bolat Pelin 2019-2021-2022-2023-2024 9 56 21.083
Bolbot Victor 2020-2022-2023-2024 7 147 57.067
Gkioulos Vasileios 2020-2021-2022-2023-2024 14 108 41.383
Jones Kevin 2018-2019-2024 5 101 18.024
Katsikas Sokratis 2020-2021-2022-2023-2024 7 79 22.917
Kayisoglu Gizem 2019-2021-2022-2023-2024 9 56 21.083
Oruc Aybars 2022-2024 7 36 16.000
Svilicic Boris 2018-2019-2020 7 154 26.171
Tam Kimberly 2018-2019-2022-2023-2024 13 131 34.191

* TC: Total number of citations, ** TCpY: Total citations per year

Table 8 Countries with the highest number of publications

Country Freq
Norway 91
UK 83
USA 69
Greece 47
China 37
Finland 37
South Korea 25
Croatia 22
France 22
Spain 21
Cyprus 19
Germany 19
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Republic of China [52]. Furthermore, it is projected that 
by 2025, the cybersecurity market size in the United 
States will reach 88 billion USD [53], while in China, it is 
expected to reach 16 billion USD [54], indicating that cy-
bersecurity represents a significant market for these 
countries. Based on this data, the prominence of leading 
universities and research centers in these countries in 
terms of the number of scientific studies on maritime cy-
bersecurity clearly demonstrates the importance given to 
cybersecurity research.

Figure 7 represents the collaboration network of au-
thors in maritime cybersecurity studies. Each node in the 
network represents a researcher, while the lines connect-
ing the nodes indicate collaborative efforts between 
these individuals. The nodes’ size reflects the authors’ 
centrality within the network or the intensity of their col-
laborations. The colors represent different collaboration 
clusters. The collaboration network among the authors 
consists of multiple distinct clusters. This situation sug-
gests that maritime cybersecurity research focuses on 
various sub-disciplines, with these sub-disciplines form-
ing collaborations within themselves. This indicates that 
knowledge sharing and interdisciplinary collaborations 
within the literature are limited. As a result, the connec-
tions between the clusters are relatively weak. In the fig-
ure, Gkioulos Vasileios and Tam Kimberly stand out as 
the two prominent leaders of the network.

Table 9 evaluates maritime cybersecurity studies 
based on each country’s total citation count (TC) and 
average article citation indicators. According to the 
data, the United Kingdom has the highest total citation 
count (427), highlighting the country’s leadership in 
maritime cybersecurity research. Although Norway has 
a lower average citation value than the United Kingdom, 

Figure 7 Academic collaboration among authors

Table 9 Countries with the most citations

Country TC*
Average Article 

Citations
United Kingdom 427 15.8
Norway 349 10.9
Croatia 176 19.6
USA 176 7.0
Spain 167 33.4
Korea 124 17.7
Greece 91 6.5
Finland 85 7.7
Slovenia 82 27.3
Qatar 65 32.5
Denmark 64 16.0
Germany 51 8.5
France 47 7.8
Netherlands 43 43.0
Turkey 42 14.0

* TC: Total number of citations

it ranks second in total citations (349). Conversely, 
Spain leads in terms of the highest average citation per-
formance (33.4) for studies in this field. This result indi-
cates that Spain has published fewer studies than the 
United Kingdom, Norway, Croatia, and the United States, 
but these studies have had a higher impact. Similarly, 
while having a lower total citation count compared to 
these countries (65), Qatar stands out as a country with 
high-impact publications in the field due to its high av-
erage citation performance (32.5).



270 B. Yilmaz / SCIENTIFIC JOURNAL OF MARITIME RESEARCH [Pomorstvo] 39 (2025) 254-278

Table 10 represents the scientific collaboration net-
work among countries in maritime cybersecurity stud-
ies. The data in the table numerically expresses the 
collaborations between countries, while the global col-
laboration map shows the geographical distribution of 
these data. According to Table 10, the countries with the 
most collaborations in this field are the United Kingdom 
and Greece (f: 5). Following these two countries, the fol-
lowing most collaborative countries are China and Fin-
land (f: 4), Greece and France (f: 4), and Norway and the 
United Kingdom (f: 4). These results suggest that with 
the rapid advancement and spread of digital technolo-
gies across all sectors in recent years, international col-

laboration in maritime cybersecurity studies is also 
open to further development.

Figure 8 visually represents the collaboration net-
work among countries in maritime cybersecurity stud-
ies, geographically mapping the relationships. The lines 
on the map indicate collaboration between countries, 
while the intensity of the countries’ colors reflects the 
frequency of these collaborations. The collaboration 
map shows that European countries and China are at 
the center of the collaboration networks, while the Asia-
Pacific region and North America have less densely con-
nected networks. The data suggest that these regions 
are open to efforts to increase international collabora-
tions in the coming years. With the increase in scientific 
publications and international collaborations in this 
field, it is believed that more innovative and solution-
oriented approaches can be developed to integrate cy-
ber technologies into the global maritime system.

Figure 9 displays the total academic collaboration 
map for countries publishing on cybersecurity applica-
tions in maritime studies. This map represents the total 
number of collaborations between a country and others 
worldwide. The United States, China, and Northern and 
Western European countries are marked in dark blue, 
indicating that these countries engage in a higher level 
of academic collaboration overall. The results suggest 
that these countries play a global leadership role in 
maritime cybersecurity research. India, Australia, and 
South Korea are highlighted in light blue-green tones, 

Table 10 Countries with the highest collaboration frequency

From To Frequency
United Kingdom Greece 5
China Finland 4
Greece France 4
Norway United Kingdom 4
Brazil Portugal 3
Croatia Japan 3
Croatia Slovenia 3
Finland Netherlands 3
Greece Spain 3
Korea Australia 3

Figure 8 Countries’ collaboration map
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representing countries with a medium level of collabo-
ration. This indicates that while these countries are part 
of regional or international collaboration networks, 
they do not contribute as extensively to scientific re-
search as the leading countries. South America, Africa, 
and some Asian countries are generally marked in light 
green tones. These findings suggest that the involve-
ment of these countries in maritime cybersecurity re-
search is limited. Developing countries, such as those in 
Africa, South America, and South Asia, exhibit low levels 
of collaboration in this field. This situation proves that 
cybersecurity issues in the maritime sector are not suf-
ficiently prioritized in these regions, and there are  
limited resources, investments, and, consequently, sci-
entific research in information and communication 
technologies. Along maritime trade routes, these coun-
tries are at a higher risk from cyber threats. Therefore, 
it can be argued that strengthening international fund-
ing and collaboration mechanisms is necessary to raise 
awareness of maritime cybersecurity and enhance re-
search capacities in developing countries.

Figure 10 shows the distribution of corresponding 
authors by country in maritime cybersecurity studies 
and the level of collaboration between countries. The 
number of publications published by a country alone 
(SCP: Single Country Publications) or through collabora-
tion with multiple countries (MCP: Multiple Country Pub-
lications) is shown comparatively on the graph. Norway, 
which ranks first in the distribution of corresponding au-
thors by country, has produced most of its publications 

without collaborating with other countries. The United 
Kingdom, which ranks second in the distribution of cor-
responding authors by country, has placed greater em-
phasis on international collaboration than Norway. This 
indicates that the United Kingdom is open to global aca-
demic collaborations. The United States, which ranks 
third in the distribution of corresponding authors by 
country, has conducted a significant portion of its studies 
independently. This finding regarding the United States 
can be interpreted as reflecting the country’s strong re-
search infrastructure in digital technologies and security, 
with less focus on international collaborations compared 
to Norway and the United Kingdom.

Table 11 presents the university rankings based on 
publications in maritime cybersecurity studies. The uni-
versity with the most publications in this field is the 
Norwegian University of Science and Technology in 
Norway, with 48 publications. Istanbul Technical Uni-
versity follows it in Turkey with 22 publications, and 
Plymouth University in the United Kingdom with 20 
publications. Notably, the countries leading the ranking 
in terms of publication numbers are located in the Euro-
pean region. Rijeka University in Croatia, Aalto Univer-
sity and Jyväskylä University in Finland, and the 
University of the Aegean in Greece actively work in mar-
itime and cybersecurity. This indicates that Europe 
plays a significant role in academic research in this area. 
Additionally, including the Wuhan University of Tech-
nology from China in this list suggests a global perspec-
tive in research on this topic.

Figure 9 Countries’ total collaboration map

Countries' Total Collaboration
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Figure 10 Distribution of corresponding authors by country and level of collaboration

Table 11 Universities based on publication numbers

Affiliation Countries Articles
Norwegian University of Science and Technology Norway 48
İstanbul Technical University Türkiye 22
University of Plymouth United Kingdom 20
University of Rijeka Croatia 18
Open University of Cyprus Cyprus 15
Wuhan University of Technology China 14
University of Piraeus Greece 12
Aalto University Finland 12
University of Jyväskylä Finland 11
University of the Aegean Greece 10

The most globally cited studies reveal that academic 
interest in maritime cybersecurity is shaped by themes 
such as digital transformation, cyber risk assessment, 
and autonomous maritime systems. The most highly 
cited work by [55], which focuses on Industry 4.0 appli-
cations in the maritime domain, underscores the funda-
mental role of digitalization in shaping cybersecurity 
research. Similarly, model-based risk assessment ap-
proaches developed by [56] and [11] demonstrate a 
strong scholarly interest in practical tools for evaluating 
cybersecurity risks in ship systems. In addition to meth-
odological advancements, the works of [57] and [58]  
indicate an ongoing academic effort to synthesize 
knowledge and identify emerging threats, particularly 

in IoT and automation areas. Moreover, empirical as-
sessments such as the study by [9], which investigates 
security vulnerabilities in ship systems, highlight the 
operational dimension of cyber risk and the critical im-
portance of securing navigation technologies such as 
ECDIS. Similarly, the studies by [59] and [60] draw at-
tention to vulnerabilities in AIS systems, while the 
works of [61] and [62] emphasize the need for secure 
and reliable solutions in autonomous vessel operations. 
Overall, the most cited publications reflect a multidisci-
plinary trend in maritime cybersecurity research,  
integrating technological, operational, and strategic 
perspectives that continue to guide the development of 
the field.

Corresponding Author's Countries
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Table 12 The Most Global Cited Documents

Author(s) Article Title Source TC* TCpY**

[55] Industry 4.0 in the port and maritime industry: A 
literature review

Journal of Industrial 
Information Integration

125 20.83

[56] A novel cyber-risk assessment method for ship systems Safety Science 67 11.17
[11] MaCRA: a model-based framework for maritime cyber-

risk assessment
WMU Journal of Maritime 
Affairs

66 9.43

[63] Conceptualizing the key features of cyber-physical 
systems in a multi-layered representation for safety and 
security analysis

Systems Engineering 50 8.33

[61] Collaborative collision avoidance for Maritime 
Autonomous Surface Ships: A review

Ocean Engineering 48 12.00

[9] Maritime Cyber Risk Management: An Experimental Ship 
Assessment

The Journal of Navigation 47 6.71

[57] Cyber Security in the Maritime Industry: A Systematic 
Survey of Recent Advances and Future Trends

Information 46 11.50

[64] Assessing Cyber Challenges of Maritime Navigation Journal of Marine Science 
and Engineering

43 7.17

[58] A Survey on Cyber Security Threats in IoT-Enabled 
Maritime Industry

IEEE Transactions on 
Intelligent Transportation 
Systems

43 14.33

[62] A multinomial process tree for reliability assessment of 
machinery in autonomous ships

Reliability Engineering & 
System Safety

43 8.60

[65] Vessels Cybersecurity: Issues, Challenges, and the Road 
Ahead

IEEE Communications 
Magazine

41 6.83

[66] A novel risk assessment process: Application to an 
autonomous inland waterways ship

Proceedings of the 
Institution of Mechanical 
Engineers, Part O: Journal 
of Risk and Reliability

40 13.33

[60] A Taxonomy Framework for Maritime Cybersecurity: A 
Demonstration Using the Automatic Identification System

TRANSNAV 38 4.75

[67] Cybersecurity in ports and maritime industry: Reasons for 
raising awareness on this issue

Transport Policy 38 7.60

[68] A Study on Identification of Development Status of MASS 
Technologies and Directions of Improvement

Applied Sciences 38 6.33

[69] Enhancing Navigator Competence by Demonstrating 
Maritime Cyber Security

The Journal of Navigation 34 4.25

[59] AIS Data Vulnerability Indicated by a Spoofing Case-Study Applied Sciences 33 6.60
[17] A Retrospective Analysis of Maritime Cyber Security 

Incidents
TRANSNAV 32 6.40

[70] A BN driven FMEA approach to assess maritime 
cybersecurity risks

Ocean & Coastal 
Management

31 10.33

[15] Cyber security risk assessment for seaports: A case study 
of a container port

Computers & Security 31 6.20

* TC: Total number of citations, ** TCpY: Total citations per year

4 Discussion and conclusions

The maritime sector is transforming significantly in 
response to increasing cybersecurity threats and risks 
driven by digitalization processes. In international mar-
itime transportation, operators use cyber systems to 
transmit information about ships, cargo, and passen-
gers. Digital technologies, including cyber systems, en-
hance the efficiency of operational processes in the 
maritime industry. However, these technologies also 

carry inherent risks. The misuse or disruption of cyber 
systems can lead to disruptions in the supply chain flow, 
interruptions in international trade, and significant  
economic losses [71 (p. 20)]. Therefore, quantitatively 
evaluating scientific studies related to maritime cyber-
security and conducting a comprehensive analysis of 
the existing academic framework has become crucial 
for the more effective development of cybersecurity 
strategies in the maritime sector and for grounding  
sector-specific policies on scientific evidence. In this 
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context, this study aims to conduct a comprehensive 
analysis of the scientific literature focusing on maritime 
cybersecurity and to reveal the development dynamics 
of scientific production in this field. Accordingly, search-
es were conducted based on the criteria defined in the 
study, and 248 publications obtained from the Web of 
Science database were analyzed using the R program. 
The key findings and evaluations derived from the anal-
ysis are as follows:
•  It has been observed that the number of publica-

tions in this field has significantly increased, particu-
larly from 2018 onwards. This increase indicates a 
growing interest in cybersecurity issues within the 
academic community of the maritime sector. Simi-
larly, a study conducted by [27] reveals that publica-
tions in this area were concentrated between 2016 
and 2020, supporting the findings of this study.

• “Collision-avoidance navigation” has been identified 
as a significant sub-theme within the scientific stud-
ies in this field. In their studies, [25] and [19] found 
that collision prevention stands out in cybersecurity 
applications in the maritime sector. Additionally, is-
sues such as software malfunctions, hazard assess-
ment, and human-machine interaction have also 
gained attention. Therefore, it is believed that along-
side the development of collision prevention sys-
tems for autonomous ships, there is a need for 
cybersecurity research on software malfunctions 
and hazard assessment. Based on these findings, it is 
recommended that maritime operators invest in de-
veloping resilient software validation protocols and 
hazard response simulations that can be integrated 
into ship automation systems.

• The topics of “Ships performance” and “automation” 
have low centrality in this field. Giving more atten-
tion to research on these topics would contribute to 
broadening their academic scope beyond a narrow 
interest. On the other hand, the topics of “Cyber” and 
“authentication AIS” are emerging areas in maritime 
cybersecurity research. [28] highlighted that manip-
ulating GPS and AIS signals should be a focus within 
the scope of cyber threats. This finding supports the 
results of this study. To address these emerging 
threats, international maritime authorities should 
prioritize the implementation of authentication pro-
tocols for AIS and GPS signals and promote the de-
velopment of tamper-resistant navigation systems.

• Scientific studies in this field concentrate on cyber-
security and risk management in autonomous ships, 
cybersecurity in port and maritime infrastructures, 
types of cyberattacks, and threats in the maritime 
sector. It has been observed that the studies in the 
maritime field aim to identify security vulnerabili-
ties, analyze potential threats, and develop effective 
security solutions. In particular, studies highlighting 
the security vulnerabilities in critical technologies 

such as autonomous ships, electronic chart displays 
and information systems, and automatic identifica-
tion systems have been identified as prominent. In 
this regard, it is crucial for maritime institutions to 
carry out regular vulnerability assessments of criti-
cal onboard systems and to implement continuous 
cybersecurity training for personnel. Furthermore, 
developing real-time monitoring systems that utilize 
machine learning for anomaly detection could sig-
nificantly reduce response times to cyber incidents.

• Norway, the United Kingdom, and the United States 
have had the highest scientific productivity in this 
field. Similarly, [22] and [19] highlight that the Unit-
ed States and Norway are leading countries in terms 
of the number of scientific publications in this area. 
Developing countries, such as those in Africa, South 
America, and South Asia, show low levels of collabo-
ration in this field. It is believed that cybersecurity 
issues in the maritime sector are not sufficiently pri-
oritized in these regions, and these countries are at a 
high level of risk from cyber threats. International 
cooperation programs should be launched to miti-
gate this gap, focusing on knowledge transfer, infra-
structure development, and workforce training in 
developing countries.

• The literature highlights the lack of international 
standards as a challenge in addressing cybersecurity 
issues in the maritime sector. Therefore, stakeholders 
such as the International Maritime Organization 
(IMO) and national maritime authorities should work 
together to develop standardized cybersecurity regu-
lations that are mandatory, periodically updated, and 
aligned with technological advancements. In the fu-
ture, establishing and implementing these standards 
will be critical to enhancing security within the sector. 

• Research in the literature is generally based on theo-
retical models, with a noted lack of studies focused 
on real-world applications. It has been identified 
that future studies in this field should include more 
analysis of human-machine interactions, the use of 
blockchain technology for cybersecurity in the mari-
time sector, and further experimental research on 
risk analysis for autonomous systems. As a concrete 
step forward, collaborative pilot projects between 
academia and industry should be encouraged to test 
theoretical models in operational maritime environ-
ments. This would help validate research outcomes 
and facilitate their practical adoption.
In conclusion, the acceleration of the digitalization 

process in the maritime sector has made cybersecurity 
issues more critical, both academically and practically. 
However, for the field to mature further, more studies 
are needed to ensure the applicability of theoretical 
frameworks and models to real-world scenarios and de-
velop innovative solution proposals. The findings of this 
study suggest the need for a multi-layered cybersecuri-
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ty strategy involving technical safeguards, personnel 
training, and regulatory frameworks. Studies conducted 
in this field will not only enhance operational efficiency 
within the sector but will also play a significant role in 
ensuring the security of the global supply chain. Moving 
forward, maritime organizations, regulators, and re-
searchers must jointly develop actionable roadmaps 
that translate academic knowledge into sector-wide 
protective measures. Future scientific research in this 
area will contribute to integrating theoretical approach-
es into practical applications. 

This study contributes to understanding the dynam-
ics of scientific production in maritime cybersecurity; 
however, it also has certain limitations. Firstly, the anal-
ysis is limited to publications indexed in the Web of Sci-
ence database. This may have led to the exclusion of 
relevant studies available in other databases, such as 
Scopus and ProQuest, potentially restricting the com-
prehensiveness of the dataset. In addition, although bib-
liometric methods provide valuable insights into 
publication trends, influential authors, and thematic 
structures, they may not fully reflect individual studies’ 
practical impact or content depth. Furthermore, the da-
taset used in this study is based on records retrieved as 
of December 2024. Publications added to the database 
after this date may lead to different analyses and find-
ings in the future. Considering these limitations, caution 
should be exercised when generalizing the results, and 
future research is encouraged to expand the dataset and 
adopt a mixed-methods approach that integrates both 
quantitative and qualitative analyses to offer a more ho-
listic perspective on the field.

5 Recommendations for Future Research

Based on the findings, the following recommenda-
tions for future studies on cybersecurity applications in 
the maritime sector can be outlined: 
• Since collisions in the maritime sector are among the 

most serious accidents, further research on cyberse-
curity applications could be conducted during the 
development process of collision avoidance systems 
in autonomous ships. Future studies could explore 
how real-time threat detection algorithms can be in-
tegrated with navigational decision-making in au-
tonomous systems, ensuring both safety and cyber 
resilience.

• The topics of “Cyber” and “authentication AIS” are in 
the development stage within maritime cybersecuri-
ty research. This presents opportunities for re-
searchers who wish to conduct more comprehensive 
and innovative studies in this field. For example, de-
signing end-to-end encrypted AIS communication 
protocols or AI-driven authentication systems could 
offer practical and novel contributions to vessel 
identity verification and tracking integrity.

• Future research could focus on examining legal regu-
lations related to maritime cybersecurity, analyzing 
the policies of international organizations in this 
area, and developing regulatory frameworks for the 
sector. In addition, comparative policy analysis be-
tween regulatory approaches adopted by different 
maritime nations may reveal best practices and in-
form the development of harmonized global stand-
ards.

• Systematic literature reviews focusing on various sub-
topics related to maritime cybersecurity applications, 
such as ship networks, sensor systems, electronic 
chart systems, and the use of blockchain technology, 
will contribute to the more effective development of 
strategies in this field and support grounding sector-
specific policies on scientific evidence. Moreover, these 
reviews could be complemented by meta-analyses 
that evaluate the effectiveness of different technical 
solutions in reducing attack surfaces and enhancing 
system resilience.

• In research conducted in this field, collaboration 
among researchers has remained limited. Similarly, 
[20] emphasizes the need for enhancing internation-
al collaboration. Therefore, academic collaboration 
networks among authors from different countries 
should be strengthened, and academic programs 
and scientific projects that bring researchers togeth-
er should be encouraged to increase interdiscipli-
nary knowledge sharing. 

• In particular, access to information and communica-
tion technologies in developing countries should be 
improved, and cybersecurity awareness should be 
increased. International educational programs, aca-
demic research, and industry collaborations involv-
ing countries such as the United Kingdom, the United 
States, and Norway should be encouraged to achieve 
this.
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